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Introduction
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This document describes how to use the Wireshark — a network protocal analyzer —
to capture the packets of iISCSI communication over the ethernet.

Environment

Host OS:

Necessary package:
iISCSI port:

Network Switch
iISCSI target:

RAM:

Firmware:

iISCSI data port:

Diagram

Windows XP

Wireshark 1.2.1
192.168.11.87/24

HP Procurve Switch 1800-24G
QSAN P200C

1GB DDR2-533

1.1.6 (20090625_1800)
192.168.11.200/24

00 0
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Windwos XP Pro
iSCSI |port
192.168.11.87/24

HP Procurve 1800-24G

9

vGigabit‘Switch >

iSCSI data port
192.168.11.200/24

QSAN P200C
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Installation

1. Please download the Wireshark first from the website: www.wireshark.org. The
Wireshark version of this example is 1.2.1.

2 Wireshark: Go deep. - Microsoft Internet Explorer

File  Edit Wiew Favorites Tools  Help

. — 0
1 % | o q =y .
L\\§ > x pj O, Search 1. Favorites 6*

Address féj hkkp: e wireshark, argf

[
WIRESHARK

Wireshark Get Help Develop Buy

o Get Wireshark Now

Latest version: 1.2.1 - It's freel
YWindows - 05 % - Linux - Others

Wiireshark is an award-winning netwark protocal
analyzer developed by an international team of experts.
Learn more...

2.  Run the Setup program and follow the instructions to install the Wireshark.

% Wireshark 1.2.1 (32-bit) Setup =S

Welcome to the Wireshark 1.2.1
{32-bit) Setup Wizard

This wizard will guide vou through the installation of
‘Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click. "Mext' ko continue.,

I Next>kj [ Cancel ]

3. Be sure to select the install option of WinPcap which is the library for capturing
the packets in Windows platform.
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"4 Wireshark 1.2.1 (32-bit) Setup

Install WinPcap?
WinPrap is required ko capture live network data, Should WinPcap be installed? i

Currently installed WinPcap wersion

nstall
Install WinPcap 4.1 betas

(Use Add/Remove Programs First to uninstall any undetected old WinPcap versions)

JErvices
[ 5tart WinPeap service "MPF" at startup
(50 users without Administrator privileges can capture)

[ What is WinPcan?

[ <Back || Install% [ cancel |

4. The WinPcap will be installed first if it has been selected, follow the instructions
to finish the setup.

& WinPcap 4.1 bheta5 Setup

Ll) - wWinPcap 4.1 betab Installer
'y lﬂ caP Welcame to the WinPcap 4.1 betas Installation Wizard

This product is brought to you by f-—

TECHNOLOGIES

Packet Capturing and Network Analysis Solutions

[ hext > %[ Cancel |

5. After the installation of WinPcap, it continues the setup of Wireshark.
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© WinPcap 4.1 beta5 Setup E|E”z|

Completing the WinPcap 4.1 betab
Setup Wizard

‘“WinPcap 4.1 betas has been installed on your computer,

Click Finish to close this wizard,

Finish [

6. The setup of Wireshark is completed now.

% Wireshark 1.2.1 {32-hit) Setup

Installation Complete
Setup was completed successFully. E
Completed
Qukpuat Folder: C:\Program Filestwireshark, ~

Exftract: mergecap.exe

Extract: mergecap.html

Qukpuat Folder: C:\Program Filestwireshark,
Extract: capinfos.exe

Extract: capinfos.html

Qukpuat Folder: C:\Program Filestwireshark,
Extract: rawshark.exe

Extract: rawshark, htrnl

Qukpuat Folder: C:\Program Filestwireshark,
Extract: user-guide.chm

Completed 7
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Operation

Capture the network packets with Wireshark is very easy, please follow the
procedure on the following.

1. Run Wireshark program and click the List the available capture interfaces
icon which is circled in red-circled.

"l The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics  Telephony Tools Help

me AespT L|EE GAQAQl XM -

Filter: | | *  Expression... Clear Apply
The World's Most Popular Network Protocol Analyzer
=y Interface List = Open @ Websits
B v list of the capture interfaces (counts incoming packets) Open a previoushy captured file isit the prajs
Start capkure on interface: Open Recenk: I(‘-' . User's i
E &dapter for generic dialup and YPM capbure % The User's G
£#] Inkel(R) PROfLO0D EE Netwark Connection with ... @ Sample Captures )
m InteliR) PROJ1000 EB Metwork Connection with ... A rich assortment of example capture fles on the wiki @ Securit
Ep| IntelfR) PROfL000 PT Dual Port Server Adapter ... Worle with Wi
L#| InteliR} PROJI000 PT Dual Port Server Adapter ...
ﬁ Capture Options
Start 3 capture with detailed aptions —
@ How to Capture
e e L R T T V
| >

O Ready ta load or capture Mo Packets Profile: Default

2. All the network interfaces will be listed. Choose the one which is used to connect
to the iISCSI target, and then click Start button. The Wireshark starts to capture
the entire packets which pass through this interface.

Description P Packets Packets/s
E Adapter For generic dialup and YPM capture O
§E| Intel{R) PROS1000 EE Mebwork Connection with I/O Acceleration (Microsoft's Packet Scheduler)  192.168.10.79 1 Start | | Options | | Details
EEI Inkel(R) PROJL000 EB Metwork Cannection with /0 Acceleration (Micrasoft's Packst Scheduler)  192.168.11.87  ©
#ﬂ Intel{R) PRGOS 1000 PT Dual Pork Server Adapter (Microsoft's Packet Scheduler) 169.254,125.88 Irirmediately start & capture From this i
E| Intel{R) PROJ 1000 PT Dual Port Server Adapter (Microsoft's Packet Schaduler) 169,254,174.166 Device: \Device\NPF_{FE798061-
EZEB4-4F0E-9085- 1 A0A094687EQ},
Description: Intel{R) PROJ1000 EE Net
- 0 Acceleration (Microsoft's Packet Sch
IP: 192.168.11.57

Qsan confidential



3. After Wireshark starts to capture the network packets, we can do the regular
operation of iISCSI. For example, login the iISCSi target and have some 10 with
ISCSI disk. All the packets of the communication between the initiator and the
ISCSI target will be captured completely.

; dggj

General | Discovery | Targets | Persistent Targets | Bound Volumes/Devices

Select a target and click Log On to access the storage devices far that
target. Click details to see information about the sessionz, connections and
dervices for that target.

Log On to Target gl

Target name:

[ awstomatically restore this connection when the system boots

[T]Enable multi-path

ﬂ Only select this option iF iSCSI multi-path software is already installed
=3 on your campuker,

(o Cema

l Detailz H Log On... H Refresh ]

4. Click Stop button to stop the running capture.

1 test.pcap - Wireshark

File Edit Wiew Go Capture Analyze Statistics  Telephony Tools  Help
S ol & BEEXTE AepT L|IBIEBQAQQB &#EMW -
Filter: |5tc|p the running live capturel +  Expression... Claar Apply
Mo, - Tirne SoUrce Destination Protocol Info
2 0.000250 192.1688.11. 200 152.168.11. 87 iSCEI Log
3 0.000388 152.168.11. 87 162,168,111, 200 isCs1 Log
4 0000471 1562.1658.11. 200 1592.168.11. 87 isCs1 Log
5 0.000724 152.1658.11. 87 152,168,111, 200 isCs1 Tex
a 0.0005810 1562.168.11. 200 1562.168.11. 57 is5C51 Tex
Fo0.000554 152.168.11. 87 162.168.11. 200 isCs1 Log
8 0.001023 1562.168.11. 200 157.168.11. 87 isCs1 Log
G 27.413080 1562.168.11. 87 1592.168.11. 200 isCs1 Log
10 27.4135183 152.168.11. 200 152.168.11. 87 isCs1 Log
11 27.4152486 152.168.11. 87 1592.168.11. 200 isCs1 Log
12 27415354 192.168.11. 200 192.168.11. 87 isCs1 Log
13 27425858 192.168.11. 87 192.168.11. 200 isCsI S5
14 27.426152 192.168.11. 200 152.168.11. 87 15CSI ]
15 27.426203 192.168.11. 87 192.168.11. 200 15CSI T
16 27.426208 192.168.11. 200 192.168.11. 87 15CsI SR
17 27.426348 192.1688.11. 87 192.168.11. 200 15CsI S
18 27.426412 192.1688.11. 200 L T e T 15C5I e
19 27.426447 192.168.11. 87 192.168.11. 200 15C5I SET
20 2T ATEETT AN TET 11 et 1TMm7 1eg 11 o7 SomcT St v_
| >

Frame 1 (180 bytes on wire, 180 bytes captured)

Ethernet II, Src: asustekC_00:9c:81 (00:1F:ch:00:9C:810, Dst: QsanTech_a6:04:Fc (00:13:78::
Internet Protocol, Src: 192.168.11.87 (192.168.11.87), Dst: 192.168.11.200 (192.163.11.200]
Transmission control Protocol, sSrc Port: robcad-Im (1509), Dst Port: iscsi-target (32600, &
1SCSI CLogin Command) |

[

&3]

=

&
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5.

6.
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Because Wireshark will capture the entire packets pass through the specified
network interface, you may get a lot of packets which you don’t need. The Filter
function can filter out the unnecessary packets.

"I (Untitled) - Wireshark

File Edit

Mieww Go Capture Analyze  Stabistics  Telephony  Tools

Help

BEEdXfE A TF i

-

ExF

Go
100
1ol
102

55.
G0,
a0,

RETVNCEN 19, 1mE, 11, 2UU
A e 1%2.168.11. 87
Loi0dledl 1%2.168.11. 200
L S01840 1%2.168.11.87
L D019 08 15%2.168.11. 200
L O0lGd g 1%2.168.11. 87
L o02014 1%2.168.11. 200
L FA2ATFT 1%2.168.11.87
L FB0213 0.0.0.0

L O0F24 5 1%2.168.11. 200
L O0F27G 1%2.168.11.87
517238 1%2.168.11. 200
288927 HewlettP_60:az2
517445 1%2.168.11. 200

THO

Click Filter button to pop up a dialog window. Here | use the condition of IP
address which will matches the IP address of iISCSI target. Remember to change
Filter string column with the IP address of iSCSI target.

7 Wireshark: Display Filter - Profile: Default

Edit

Properties

Display Filker

Mo &8RP

1P only

IP address 192,163.0.1

IP address isn't 192,168.0,1, don't use |= for this!
IP¥ anly

TCP only

LIDP only

UDP port isn't 53 {not DMS), don't use = For khis!
TCP ar UDP pork is 0 (HTTP)

HTTF

Mo ARP and no DMS

Man-HTTP and non-SMTP koffram 192,1658.0.1

Filter name: | IP address 192,168,0.1

Filter string: |ip,addr == 192.168.11,200

Expression...

o« || aee @LIC_IL
Apply the Filkers and k
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7. Now, only the packets which match the IP are kept.

' {Untitled) - Wireshark

File Edit Miew Go Capture Analyze Statistics Telephory  Tools  Help
& el BEdX2E A+ aTFEL|IEBEQAQLER @EEMW »
Filter: |ip.addr == 192.168.11.200 |+ Expression... Clear Apply
Mo, - Time Source Destination Protocol Irfa &
55 48. 886842 1592.168.11. 200 152.1658.11. 87 isCsI SCS
56 48.BBGETS 192,.168.11.87 152.168.11. 200 iSCsI SCs
57 48. 886041 162.168.11. 200 15%2.1658.11. 87 isCsI Sl
58 48.887002 192.168.11.87 152.168.11. 200 iSCsI SCS
55 48. BETOTE 1592.168.11. 200 15%2.1658.11. 87 isCsI SCS
60 48, BE87114 192,.168.11.87 152.168.11. 200 iSCsI SCs
61 48. 887154 1592.168.11. 200 1%2.1658.11. 87 isCsI SE5
62 48,.88739%1 192.168.11.87 152.168.11. 200 iS5C5I SCS
63 48. 887462 1592.168.11. 200 % 1562.1658.11. 87 isCsI SCS
64 48,887519 192,.168.11.87 152.168.11. 200 iSCsI SCs
65 48.B887579 192.168.11. 200 1582.168.11. 87 isCsI 5E5
66 49,102706 192.1688.11.87 152.168.11. 200 TCP win
67 50.472555 192.168.11. 87 182.168.11. 200 isCsI SCs
a8 50.472704 192,.168.11. 200 152.168.11.87 iSCsT 5CS
69 50.472780 192.168.11. 87 182.168.11. 200 isCsI SE5
70 50.4728%0 192.168.11. 200 152.168.11.87 i5C5T SCS
71l 50.472942 192.168.11. 87 182.168.11. 200 isCsI SCs
72 50.477047 192,.168.11. 200 152.168.11.87 TCP isc
73 50.500358 192.168.11. 200 1582.168.11. 87 iscsI SCs 3
=
& Frame 2 (&2 Ey‘tes on W"ir'e, G2 by‘tes captur‘edj
E Ethernet II, Src: AsustekC 00:59c:81 (00:1f:c6:00:5c:81), Dst: GsanTech_ab:04:7c (00:13:78:¢
® Internet Protocol, sSrc: 162.168.11.87 (152.168.11.87), Dst: 152.168.11.200 (192.168.11.200]
® Transmission Control Protocal, src Port: robcad-Tm (1508), Dst Port: dscsi-target (32600, ¢
).

8. If you want to filter out the packets which do not belong to iISCSI protocol, you
can use the filter again. Input the string “iSCSI” in Filter column and click Apply.
Then all packets which do not belong to iISCSI protocol will be filter out.

& {Untitled) - Wireshark

File Edit Wew Go Capture @nalyze Statistics Telephory Tools  Help

B e EEX2E A ¢ T L BEIAQAQF @EM -

Filter: |iscsi > Expression... Clear Apply

Mo, - Time: Source Destination Protacol Infa &
46 48, 886244 152.168.11.87 152.168.11. 200 isC5I SECE
47 48. 886332 162.168.11. 200 162.168.11. 87 iSC5I 5CS
48 48, 886380 192.168,11. 87 152.168.11. 200 iSCST 5CS
49 48, BE64453 152.168.11. 200 152.168.11. 87 isCsT SCs
50 48. 886523 15%2.168.11. 87 162.168.11. 200 is5CsI SE5
51 48.880586 192.168,11.200 152.168.11.87 iSCST SCS
52 48.B85648 192,168,111, 87 152,168.11. 200 iSCSI SCS
53 48. 886726 152.168.11. 200 152.168.11. 87 is5CsI SCs
54 48.B886756 152.168.11. 87 162.168.11. 200 iSC5I SCS
55 48.880842 192.168,11.200 152.168.11. 87 iSCSI SCS
56 48. BEAETE 152.168.11.87 152.168.11. 200 isCsI SCs
57 48. BEASAL 15%2.168.11. 200 1562.168.11. 87 is5C5I SCS
58 48. 887002 192,168,111, 87 152,168.11. 200 iSCST SCS
59 48.B8707E 192.168,11.200 15%2,168.11. 87 iSCSI SCS
a0 48, 887114 152.168.11. 87 162.1658.11. 200 isCsI SES
61 48. 8871594 1582.168.11. 200 162.168.11.87 i5C5T SCS
62 48,887391 192.16%11.8? 152,168.11. 200 iSCSI SCS
63 48. 887462 152.168711. 200 152.168.11. 87 isCsI SCs
64 48. 887519 152.168.11. 87 162.168.11. 200 isCsI 5C5
= AQ QQ7FCTN M 1ES 1 EXalal AM7 1TeS 11 o7 SocecT o o~ e

>

# Frame 5 (190 bytes on wire, 190 bytes captured)

# Ethernet II, Src: ASUstekC_00:9cC:81 (00:1f:c6:00:9c:81), Dst: GsanTech_a6:04:7c (00:13:78:¢

# Internet Protocaol, Src: 192.168.11.87 (1592.168.11.87), Dst: 1582.168.11.200 (1592.168.11.200]

® Transmission Control Protocol, src Port: robcad-Tm (1509), Dst Port: iscsi-target (3260), ¢

F i5C5I (Login Command)

3
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9. You can save the capture result to a file, remember to choose the radio button of
Displayed in the Packet Range. This will save the packets which have been
filtered.

Wireshark: Save file as @@
Savein: |J_] My Documents ﬂ lcj( ,

! éMy Music
\_wﬁ ﬁMy Pictures

My Recent [(Z)5naglt Catalog
Documents

F
Dezktop
My Documents

i !
by Compuiter

.:’:!] File name: |tesli j Save
biy Metwark, Save as type: |erexharka‘tcpdumpa‘... -libpcap [*.pocap;™.cap) ﬂ ancel

Flaces
Help

Facket Flange

" Captured| f* Dizplayed
f* Al packets
" Selected packet
~
~

" Ratge: 1]

Special case

How can | capture the packets of the communication between QSAN P series
controller and the surveillance device? In this case, you could not install Wireshark
program in iISCSI target or surveillance device. The solution is to use the Port Mirror
function which can mirror the network traffic from one port to another in a specified
network switch. Setup a mirror port to iISCSI target or surveillance device, and then
connect this port to a host with Wireshark. When the traffic begins, the host with
Wireshark can do the good job.

Here | use the HP Procurve switch as an example. In the picture below, port 6 is
connected to P200C iSCSI data port and port 1 is connected to a host with
Wireshark installed. After setup port mirror, all packets which pass through to port 1
will mirror a copy to port 6. So | can capture the entire packets between the iSCSI
target and any other network device.

-10 -

Qsan confidential



%

making data smart

Curve Networking

% HP Inncwation

» SYSTEM
~ PORTS

“Port Mirroring

» TRUNKS

» VLANS

» LLDF

» SNMP

» DIAGNOSTI
» SUPPORT
» LOGOUT

Port Mirroring

This page enables you to set up the port mirroring features of the switch to enable traffic monitoring.

Port to Mirror to

Ports to Mirror
Fort
1

2

Port to Mirror to

Mirroring Enabled

10

11

12

BEEE E =

[ Teel

Port

13

14

15

16

17

18

19

20

Pl

22

23

24

HELP

Link Status:
-Up
- Down

Mirroring Enabled

APPLY

O

e 8 R M |

CANCEL

In case of ISCSI initiator can not work with the iISCSI target properly, you can use the
Wireshark to capture the packets and send them to QSAN Support Team. We will
find out the problem by analyzing the packets. The ability of capturing the network
packets will be helpful when you meet problem with the connection between the IP

SAN.

Applies to

References

. Wireshark

http://www.wireshark.org/

All QSAN P series controllers
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