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lntroduction
Many users confuse the terms of MPIO, MC/S, Trunking and LACP. In this document,
it will describe these multipath methods. Multipath provides two or more paths for
redundancy from server to storage and protects against hardware failures. (e.g.:
cable, switch, HBA failures and so on.) In addition, it can also provide higher
performance by aggregating multiple connections.
Basically, MPIO, MC/S features come from iSCSI initiator and LACP, Trunking
functions must be set in QSAN controllers and gigabit switches. We will take some
demonstrations about how to use LACP, Trunking function with Microsoft iSCSI
initiator. At the same time, it will also increase the redundancy and bandwidth for
higher availability.

Environment
Windows Server 2008 Enterprise edition R2
QSAN P210C
1GB DDR2-667
1.0.6 (200911113_1500)
192.168.1.1/24; 192.168.2.1/24; 192.168.3.1/24;
192.168.4.1/24
Gigabit Switch: D-Link DGS-3024

Host OS:
iSCSI target:
RAM:
Firmware:
iSCSI data port:

Comparison
MPIO、MC/S:
These features come from iSCSi initiator. They can be setup from iSCSI initiator to
establish redundant paths for sending I/O from the initiator to the target.
1.

MPIO: In Microsoft Windows server base system, Microsoft MPIO driver allows
initiators to login multiple sessions to the same target and aggregate the
duplicate devices into a single device. Each session to the target can be
established using different NICs, network infrastructure and target ports. If one
session fails, then another session can continue processing I/O without
interruption to the application.
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2.

MC/S: MC/S (Multiple Connections per Session) is a feature of iSCSI protocol,
which allows combining several connections inside a single session for
performance and failover purposes. In this way, I/O can be sent on any TCP/IP
connection to the target. If one connection fails, another connection can continue
processing I/O without interruption to the application.
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Difference:
MC/S is implemented on iSCSI level, while MPIO is implemented on the higher level.
Hence, all MPIO infrastructures are shared among all SCSI transports, including
Fiber Channel, SAS, etc. MPIO is the most common usage across all OS vendors.
The primary difference between these two is which level the redundancy is
maintained. MPIO creates multiple iSCSI sessions with the target storage. Load
balance and failover occurs between the multiple sessions. MC/S creates multiple
connections within a single iSCSI session to manage load balance and failover.
Notice that iSCSI connections and sessions are different than TCP/IP connections
and sessions. The above figures describe the difference between MPIO and MC/S.
There are some considerations when user chooses MC/S or MPIO for multipathing.
1.
2.
3.
4.

If user uses hardware iSCSI off-load HBA, then MPIO is the only one choice.
If user needs to specify different load balance policies for different LUNs, then
MPIO should be used.
If user installs anyone of Windows XP, Windows Vista or Windows 7, MC/S is
the only option since Microsoft MPIO is supported Windows Server editions only.
MC/S can provide higher throughput than MPIO in Windows system, but it
consumes more CPU resources than MPIO.

Link aggregation:
Link aggregation is the technique of taking several distinct Ethernet links to let them
appear as a single link. It has a larger bandwidth and provides the fault tolerance
ability. Beside the advantage of wide bandwidth, the I/O traffic remains operating until
all physical links fail. If any link is restored, it will be added to the link group
automatically. QSAN implements link aggregation as LACP and Trunking.
1.

LACP (IEEE 802.3ad): The Link Aggregation Control Protocol (LACP) is a part
of IEEE specification 802.3ad. It allows bundling several physical ports together
to form a single logical channel. A network switch negotiates an automatic
bundle by sending LACP packets to the peer. Theoretically, LACP port can be
defined as active or passive. QSAN controller implements it as active mode
which means that LACP port sends LACP protocol packets automatically.
Please notice that using the same configurations between QSAN controller and
gigabit switch.
The usage occasion of LACP:
A. It’s necessary to use LACP in a network environment of multiple switches.
When adding new devices, LACP will separate the traffic to each path
dynamically.
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2.

Trunking (Non-protocol): Defines the usage of multiple iSCSI data ports in
parallel to increase the link speed beyond the limits of any single port.
The usage occasion of Trunking:
A. This is a simple SAN environment. There is only one switch to connect the
server and storage. And there is no extra server to be added in the future.
B. There is no idea of using LACP or Trunking, uses Trunking first.
C. There is a request of monitoring the traffic on a trunk in switch.

Configuration
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Part 1: Using MC/S and Trunking in Windows Server 2008 R2
Diagram :

1. Set Trunking on P210C.

2. Add a Trunking Group on the gigabit switch.

-6-

White Paper

3. Select port 1, 2, 3, 4, and then press “Apply”. These four ports are aggregated to
a group and are mapped to the iSCSI data port of P210C.

4. Add a “Discover” target portal in Microsoft iSCSI initiator.
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5. Here is the example of creating four connections within one session. It is
necessary add each Initiator IP to target portal respectively.

6. Create another connection. Click “Properties”.
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7. Select MCS. (There is only one connection currently.)
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8. Add each connection one by one.

9. Finally, there are four connections in this session, and MCS policy is set to
“Round Robin”.
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Part 2: Using MPIO and LACP in Red Hat Enterprise Linux 5
Diagram :

1. Set LACP on P210C.

2. Add a LACP Group on the gigabit switch. Set port 1, 2, 3, 4 as activite. These four
ports are mapped to the iSCSI data port of P210C.
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3. In RHEL 5, start iSCSI service firstly.

4. Add iSCSI service in startup demand.

5. Edit multipath.conf.

6. Add “#” in blacklist, add a line “path_grouping_policy”, and modify the value of
“rr_min_io” to 512.
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7. Start multipathd sevice and add it in startup demand.

8. Modify iscsi config file for increasing performance.

9. Modify two values on the following.
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10. Create four iSCSI interfaces for easy management.

11. Map each iSCSI interface to physical Ethernet port.

12. Discovery target for each interface.

13. Login to all nodes.
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14. Here are four sessions to the target.

15. Finally, create a multipath device dm-2 which includes four active paths.

Summary
Both of MPIO and MC/S are the ways to achieve the multipath on server. So far,
MC/S is only implemented in Microsoft iSCSI initiator. But MPIO can be used in
Windows Server system, Linux, and even in Mac OS X with globalSAN iSCSI initiator.
MC/S can provide higher throughput than MPIO in Windows system, but it consumes
more CPU resources than MPIO.
LACP and Trunking are the aggregation methods between QSAN controller and
gigabit switch. Because LACP is a standard IEEE 802.3ad protocol, it is more flexible
to use in a complex network infrastructure to achieve the load balance.
It is hard to say which multipath solution is the best. The following table summarizes
the capabilities of the possible architectures. It will assist user to make the best
decision.
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Applies to
x

All QSAN P series controllers FW (20091113_1500)
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x
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