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  Notices i 

Notices 
 

This XCubeSAN SANOS 4.0 userôs manual is applicable to the following XCubeSAN models: 

 

XCubeSAN Storage System 4U 19ò Rack Mount Models 

Model Name Controller Type Form Factor, Bay Count, and Rack Unit 

XS5224D Dual Controller LFF 24-disk 4U Chassis 

XS3224D Dual Controller LFF 24-disk 4U Chassis 

XS3224S Single Controller LFF 24-disk 4U Chassis 

XS1224D Dual Controller LFF 24-disk 4U Chassis 

XS1224S Single Controller LFF 24-disk 4U Chassis 

 

XCubeSAN Storage System 3U 19ò Rack Mount Models 

Model Name Controller Type Form Factor, Bay Count, and Rack Unit 

XS5216D Dual Controller LFF 16-disk 3U Chassis 

XS3216D Dual Controller LFF 16-disk 3U Chassis 

XS3216S Single Controller LFF 16-disk 3U Chassis 

XS1216D Dual Controller LFF 16-disk 3U Chassis 

XS1216S Single Controller LFF 16-disk 3U Chassis 

 

XCubeSAN Storage System 2U 19ò Rack Mount Models 

Model Name Controller Type Form Factor, Bay Count, and Rack Unit 

XS5212D Dual Controller LFF 12-disk 2U Chassis 

XS5212S Single Controller LFF 12-disk 2U Chassis 

XS3212D Dual Controller LFF 12-disk 2U Chassis 

XS3212S Single Controller LFF 12-disk 2U Chassis 

XS1212D Dual Controller LFF 12-disk 2U Chassis 

XS1212S Single Controller LFF 12-disk 2U Chassis 

XS5226D Dual Controller SFF 26-disk 2U Chassis 

XS5226S Single Controller SFF 26-disk 2U Chassis 

XS3226D Dual Controller SFF 26-disk 2U Chassis 

XS3226S Single Controller SFF 26-disk 2U Chassis 

XS1226D Dual Controller SFF 26-disk 2U Chassis 

XS1226S Single Controller SFF 26-disk 2U Chassis 



 

 ii  © Copyright 2018 QSAN Technology, Inc. All Right Reserved. 

 

Information contained in this manual has been reviewed for accuracy. But it could include 

typographical errors or technical inaccuracies. Changes are made to the document periodically. These 

changes will be incorporated in new editions of the publication. QSAN may make improvements or 

changes in the products. All features, functionality, and product specifications are subject to change 

without prior notice or obligation. All statements, information, and recommendations in this 

document do not constitute a warranty of any kind, express or implied. 

Any performance data contained herein was determined in a controlled environment. Therefore, the 

results obtained in other operating environments may vary significantly. Some measurements may 

have been made on development-level systems and there is no guarantee that these measurements 

will be the same on generally available systems. Furthermore, some measurements may have been 

estimated through extrapolation. Actual results may vary. Users of this document should verify the 

applicable data for their specific environment. 

This information contains examples of data and reports used in daily business operations. To 

illustrate them as completely as possible, the examples include the names of individuals, companies, 

brands, and products. 

All of these names are fictitious and any similarity to the names and addresses used by an actual 

business enterprise is entirely coincidental. 
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Preface 
 

About This Manual 

This manual provides technical guidance for designing and implementing QSAN XCubeSAN series 

SAN system, and it is intended for use by system administrators, SAN designers, storage consultants, 

or anyone who has purchased these products and is familiar with servers and computer networks, 

network administration, storage system installation and configuration, storage area network 

management, and relevant protocols. 

Related Documents 

There are related documents which can be downloaded from the website. 

· All XCubeSAN Documents 

· XCubeSAN QIG (Quick Installation Guide) 

· XCubeSAN Hardware Ownerôs Manual 

· XCubeSAN Configuration Worksheet 

· XCubeSAN SANOS 4.0 Userôs Manual 

· Compatibility Matrix 

· White Papers 

· Application Notes 

Technical Support 

Do you have any questions or need help trouble-shooting a problem? Please contact QSAN Support, 

we will reply to you as soon as possible. 

· Via the Web: https://qsan.com/support 

· Via Telephone: +886-2-7720-2118 extension 136 

(Service hours: 09:30 - 18:00, Monday - Friday, UTC+8) 

· Via Skype Chat, Skype ID: qsan.support 

(Service hours: 09:30 - 02:00, Monday - Friday, UTC+8, Summer time: 09:30 - 01:00) 

· Via Email: support@qsan.com 
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Information, Tip  and Caution 

This manual uses the following symbols to draw attention to important safety and operational 

information. 

 

 

INFORMATION:  

INFORMATION provides useful knowledge, definition, or terminology for 

reference. 

 

 

TIP:  

TIP provides helpful suggestions for performing tasks more effectively. 

 

 

 

CAUTION:  

CAUTION indicates that failure to take a specified action could result in damage 

to the system. 

Conventions 

The following table describes the typographic conventions used in this manual. 

 

Conventions Description 

Bold Indicates text on a window, other than the window title, including menus, 

menu options, buttons, fields, and labels. 

Example: Click the OK  button. 

<Italic> Indicates a variable, which is a placeholder for actual text provided by the 

user or system. 

Example: copy <source-file> <target-file> . 

[ ] square 

brackets 

Indicates optional values. 

Example: [ a | b ] indicates that you can choose a, b, or nothing. 

{ } braces Indicates required or expected values. 

Example: { a | b } indicates that you must choose either a or b. 

| vertical bar Indicates that you have a choice between two or more options or arguments. 

/ Slash Indicates all options or arguments. 
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underline Indicates the default value. 

Example: [ a | b ] 
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1. SANOS Overview 
 

SANOS (SAN Operating System) is QSANôs proprietary SAN operating system and allows you to 

manage, monitor, and analyze the configuration and performance of your XCubeSAN series SAN 

storage system. This chapter provides an overview of the SANOS functionality and includes a brief 

explanation of storage terminology for you to be more familiar with the storage technologies used by 

the XCubeSAN system. 

1.1. Introduction to SANOS 

SANOS is equipped with a refreshingly simple to use web-based GUI and easily is deployable into 

any infrastructure. Based on the Linux kernel, the 64-bit in-house developed SANOS delivers 

comprehensive storage functionality and is suitable for primary or secondary storage for SMB to 

entry-level enterprise businesses. The following sections will introduce the SANOS system and 

storage pool architecture with enterprise-grade storage features. 

1.1.1. SANOS System Architecture 

SANOS supports Dual Active (Active/Active) controller system architecture with high availability. 

Figure 1-1 shows the SANOS system architecture with dual controller. 

 

 

Figure 1-1 SANOS System Architecture 
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Figure 1-2 shows the SANOS system architecture with a single controller configuration. The data 

path is back and forth between the host interfaces and disk drives via the backplane. The LVM 

(Logical Volume Management) is the core to handle this data flow between them. It provides a 

method of allocating space on mass-storage devices that is more flexible than conventional 

partitioning schemes. In particular, a volume manager can concatenate, stripe together or otherwise 

combine partitions into larger virtual ones that administrators can re-size or move, potentially without 

interrupting system use. Of course, it may rely on the system resources manager to arrange the 

processor time slot and scheduled tasks. 

 

 

Figure 1-2 SANOS System Architecture with Single Controller Configuration 

 

Base on LVM technology, it develops the features of auto tiering, thin provisioning, SSD cache and 

also data backup functions of snapshot, local clone, and remote replication. Upon LVM, QSOE 

(QSAN Storage Optimization Engine) which we are proud to develop, increases IOPS performance 

and overall system throughput. SANOS also supports several critical data services such as MPIO 

(Multi -Path I/O), MC/S (Multiple Connections per Session), Microsoft VSS (Volume Shadow Copy 
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Service), Microsoft ODX (Offloaded Data Transfer), and VMware VAAI (VMware vSphere Storage 

APIs for Array Integration). In the periphery, there are management service daemon to provide user 

interface operations, C2F (Cache to Flash) mechanism includes BBM (Battery Backup Module) / 

SCM (SuperCap Module) and M.2 flash module to protect cache data from power shortage. These 

key enterprise storage features are all together in a single box. 

Under the operation of dual controllers, HAC (High Availability Control) module has a heartbeat 

mechanism to detect whether the other controller is alive. Cache mirror synchronizes the memory 

data of both controllers including the status and storage configuration. When one controller fails, the 

other controller can seamlessly take over all the tasks of the failed controller thanks to this cache sync. 

In addition, zero system downtime for the dual controller system takes place during firmware 

upgrading period. 

1.1.2. SANOS Storage Pool Architecture 

QSAN storage pool supports a variety of 3.5ò/2.5ò SAS/NL-SAS HDD and 2.5ò SAS/SATA SSD 

flash drives. Figure 1-3 shows the storage pool architecture. Several disk drives are combined 

together to form a ñdisk groupò with RAID protection. Then several disk groups can be combined to 

form a storage pool. A volume (virtual disk) is then created out of the storage pool and served to 

application servers over either iSCSI or Fibre Channel connections. 

 

 

Figure 1-3 SANOS Storage Pool Architecture 

 

If the local disk drives are not enough, QSAN expansion enclosures including disk drives can be 

added to increase storage capacity. There are host spares for standby if any disk drives in pools fail. 
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Base on snapshot technology, the data backup features such as local clone and remote replications are 

also provided. 

1.1.3. SANOS 4.0 Functionality List 

SANOS 4.0 provides the following functionality for administrator management. 

 

 

Figure 1-4 SANOS 4.0 Desktop Panel 

 

System Management 

· Change system name, date and time. 

· Change adminôs password, userôs password, and configure login options. 

· Configure management IP address, DNS, and service ports. 

· Support boot management including auto shutdown, wake-on-LAN, and wake-on-SAS. 

· Support network UPS via SNMP. 

· Monitor cache to flash memory protection status. BBM (Battery Backup Module), SCM (Super 

Capacitor Module), and flash module are optional add-ons. 

· Configure alert notifications through email, syslog server, or SNMP traps. 

· Obtain system information and download service package. 

· Update firmware of head unit or enclosure unit(s). 

· Change operation mode of single or dual controller. 

· Blink UID (Unique Identifier) LEDs for locating the storage arrays. 
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· System reset to default, configuration backup, and volume restoration for maintenance usage. 

· System reboot or shutdown. 

Host Connectivity 

· Obtain host connectivity information. 

· Configure iSCSI connectivity with IP address, link aggregation, VLAN (Virtual LAN) ID and 

jumbo frame. 

· Setup entity name and iSNS (Internet Storage Name Service). 

· Configure iSCSI target with CHAP (Challenge-Handshake Authentication Protocol) and mutual 

CHAP authentication. 

· List and disconnect iSCSI sessions. 

· Configure fibre channel connectivity with link speed and topology. 

Storage Management 

· Support RAID pool with RAID level 0, 1, 3, 5, 6, 0+1, 10, 30, 50, 60, and N-way mirror. 

· Support thick provisioning pool and online migrate RAID pool. 

· Support thin provisioning pool with space reclamation. 

· Support 3-tier auto tiering with scheduled relocation. (auto tiering function is optional) 

· Support SSD read cache or read-write cache to improve performance. (SSD cache function is 

optional) 

· Support online storage pool capacity expansion and volume capacity extension. 

· Configure disk properties with disk write cache, disk read-ahead, command queuing, and disk 

standby. 

· Configure volume properties with background I/O priority, volume write-back cache, and video 

editing mode for enhanced performance. 

· Support access control for LUN mapping. 

· Support global, local, and dedicated hot spares for pool. 

· Support fast RAID rebuild. 

· Support disk drive health check and S.M.A.R.T attributes. 

· Support hard drive firmware batch update. 

· Support pool parity check and media scan for disk scrubbing. 

· Support pool activated and deactivated for disk roaming. 

 

Data Backup 

· Support writable snapshot with manual or schedule tasks. 
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· Support volume cloning for local replication. 

· Support remote replication with traffic shaping for dynamic bandwidth controller 

Virtualization Integration 

· Seamless integrated with popular hypervisor including VMware vSphere, Microsoft Hyper-V, 

and Citrix XenServer. 

Monitoring  

· View event logs with different levels of event and download event logs. 

· Monitor enclosure status of head and enclosure units. 

· Monitor storage array performance. 

1.2. Terminology 

In this section, we introduce the terms that are used for the storage system throughout this manual. 

RAID  

RAID is the abbreviation of Redundant Array of Independent Disks. There are different RAID levels 

with different degrees of data protection, data availability, and performance to the host environment. 

Pools 

A storage pool is a collection of disk drives. One pool consists of a set of volumes and owns one 

RAID level attribute. 

Volumes 

Each pool can be divided into several volumes. The volumes from one pool have the same RAID 

level, but may have different volume capacity. 

Fast RAID Rebuild 

When executing rebuild, the Fast RAID Rebuild feature skips any partition of the volume where no 

write changes have occurred, it will focus only on the parts that have changed. 

LUN 
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A LUN (Logical Unit Number) is a unique identifier for designating an individual or collection of 

physical or virtual storage devices that execute I/O commands with a host computer, as defined by 

the SCSI (Small Computer System Interface) standard. 

iSCSI 

iSCSI (Internet SCSI) is a protocol which encapsulates SCSI (Small Computer System Interface) 

commands and data in TCP/IP packets for linking storage devices with servers over common IP 

infrastructures. 

Fibre Channel 

Fibre channel is an extremely fast system interface. It was initially developed for use primarily in the 

supercomputing field, but has become the standard connection type for storage area networks (SAN) 

in enterprise storage. 

SAS 

Serial-attached SCSI offers advantages over older parallel technologies. The cables are thinner, and 

the connectors are less bulky. Serial data transfer allows the use of longer cables than parallel data 

connections. 

Thick Provisioning 

Thick provisioning is allocated upon creation the physical disk drive space and is equal to the user 

capacity seen by the host server. It also called fat provisioning. 

Thin Provisioning 

Thin provisioning is allocated on-demand and can be less than the user capacity seen by the host 

server. It involves using virtualization technology to give the appearance of having more physical 

resources than are actually available. 

Auto Tiering  

Auto Tiering is the automated progression or demotion of data across different tiers (types) of storage 

devices and media. The movement of data takes place in an automated way with the help of software 

and is assigned to the related media according to performance and capacity requirements. It also 

includes the ability to define rules and policies that dictate if and when data can be moved between 

the tiers, and in many cases provides the ability to pin data to tiers permanently or for specific periods 

of time. 
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SSD Cache 

Smart Response Technology (also known as SSD cache) allows an SSD to function as cache for a 

HDD volume. It is a secondary cache that improves performance by keeping frequently accessed data 

on SSDs where they are read/write far more quickly than from the HDD volume. 

Snapshot 

A volume snapshot is the state of a system at a particular point in time. 

Local Clone 

Local clone function has another physical data copy as the original volume. 

Remote Replication 

Remote replication function prevents primary site failure by replicating data to the remote sites. 
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2. Prepare for Installation 
 

Preparation for installation is an important task, it will help you to plan your system configuration 

and install your system smoothly. This chapter provides a description of the configuration planning 

steps and a configuration worksheet example for reference. 

2.1. Prepare for Configuration Planning 

Before installing your SAN storage system, it is highly recommended you to do installation 

preparation using the worksheet. Sticking to the worksheet will help you to setup and initialize the 

storage system. Please refer to the Table 2-1 for the content of worksheet. You can download this 

worksheet here: XCubeSAN Configuration Worksheet. 

 

Table 2-1 Configuration Worksheet 

1. Initial Configuration 

Item Value 

System Name: 

The maximum length of the system name is 32 characters. Valid 

characters are [ A~Z | a~z | 0~9 | -_ ]. 

 

Admin Password: 

The maximum length of the password is 12 characters. Valid 

characters are [ A~Z | a~z | 0~9 | ~!@#$%^&*_-

+=`|\(){}[]:;òô<>,.?/ ]. 

 

NTP Server: 

FQDN (Fully Qualified Domain Name)or IP address of NTP 

(Network Time Protocol) server. 

 

Time Zone: 

Depending on your location. 

 

2. Management Port Setting 

Item Value 

Management Port IP Address on Controller 1: 

IP address, subnet mask, and gateway of the management port on 

controller 1. 

IP:  

SM: 

GW:  

DNS Server Address: 

IP address of DNS (Domain Name System) server. 

 

Management Port IP Address on Controller 2: (optional) IP:  

https://qsan.com/zk6ucs
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IP address, subnet mask, and gateway of the management port on 

controller 2. 

SM: 

GW:  

3. Notification Setting 

Item Value 

Email-from Address: 

Email-from address to send event notification. 

 

Email-to Addresses: 

Email-to addresses to receive event notification 

Email-to Address 1: 

 

Email-to Address 2: 

 

Email-to Address 3: 

 

SMTP Server: 

Network name or IP address of SMTP (Simple Mail Transfer 

Protocol) server. 

 

Syslog Server: (optional) 

FQDN or IP address of syslog server. 

 

SNMP Trap Addresses: (optional) 

FQDNs or IP addresses of SNMP (Simple Network Management 

Protocol) trap. 

SNMP Trap Address 1: 

 

SNMP Trap Address 2: 

 

SNMP Trap Address 3: 

 

4. iSCSI Port Configuration 

Item Value 

Onboard iSCSI Port IP Addresses: 

IP address, subnet mask, and gateway of the iSCSI ports. 

· Onboard 2 x 10GBASE-T iSCSI (RJ45) ports 

 

Controller 1 Onboard LAN1 Onboard LAN2 

IP Address   

Subnet Mask   

Gateway   

Controller 2 Onboard LAN1 Onboard LAN2 

IP Address   

Subnet Mask   

Gateway   

Slot 1 iSCSI Port IP Addresses: (optional) 

IP address, subnet mask, and gateway of the iSCSI ports. 

· 4-port 10GbE iSCSI Host Card (SFP+) 
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· 2-port 1GBASE-T iSCSI Host Card (RJ45) 

· 4-port 1GBASE-T iSCSI Host Card (RJ45) 

Controller 1 Slot 1 LAN1 Slot 1 LAN2 Slot 1 LAN3 Slot 1 LAN4 

IP Address     

Subnet Mask     

Gateway     

Controller 2 Slot 1 LAN1 Slot 1 LAN2 Slot 1 LAN 3 Slot 1 LAN4 

IP Address     

Subnet Mask     

Gateway     

Slot 2 iSCSI Port IP Addresses: (optional) 

IP address, subnet mask, and gateway of the iSCSI ports. 

· 4-port 10GbE iSCSI Host Card (SFP+) 

· 2-port 10GBASE-T iSCSI Host Card (RJ45) 

· 4-port 1GBASE-T iSCSI Host Card (RJ45) 

 

Controller 1 Slot 2 LAN1 Slot 2 LAN 2 Slot 2 LAN 3 Slot 2 LAN 4 

IP Address     

Subnet Mask     

Gateway     

Controller 2 Slot 2 LAN1 Slot 2 LAN 2 Slot 2 LAN 3 Slot 2 LAN 4 

IP Address     

Subnet Mask     

Gateway     

Entity Name: 

The entity name is for a device or gateway that is accessible from 

the network. The maximum length of the entity name is 200 

characters. Valid characters are [ a~z | 0~9 | -.: ]. 

 

iSNS IP Address: (optional) 

IP address of iSNS (Internet Storage Name Server) server. 

 

CHAP Username: (optional) 

CHAP (Challenge-Handshake Authentication Protocol) 

username. The maximum length of the username is 223 

characters. Valid characters are [ A~Z | a~z | 0~9 | ~!@#%^&*_-

+=|(){}[]:;<>.?/  ]. 

 

CHAP Password: (optional) 

CHAP password. The length of the password is between12 to 16 

characters. Valid characters are [ A~Z | a~z | 0~9 | 

~!@#$%^&*_-+=`|\(){}[]:;òô<>,.?/ ]. 

 

Mutual CHAP Username: (optional)  
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Mutual CHAP username. The maximum length of the username 

is 223 characters. Valid characters are [ A~Z | a~z | 0~9 | 

~!@#%^&*_-+=|(){}[]:;<>.?/  ]. 

Mutual CHAP Password: (optional) 

Mutual CHAP password. The length of the password is 

between12 to 16 characters. Valid characters are [ A~Z | a~z | 0~9 

| ~!@#$%^&*_-+=`|\(){}[]:;òô<>,.?/ ]. 

 

5. Fibre Channel Port Configuration 

Item Value 

Slot 1 Fibre Channel: (optional) 

Link speed and topology of the fibre channel ports. 

Topology support: FC-AL, point-to-point (16Gb Fibre Channel 

only supports Point-to-Point topology) 

· 4-port 16Gb Fibre Channel Host Card (SFP+) 

· 2-port 16Gb Fibre Channel Host Card (SFP+) 

 

Controller 1 Slot 1 FC1 Slot 1 FC2 Slot 1 FC3 Slot 1 FC4 

Link Speed     

Topology     

Controller 2 Slot 1 FC1 Slot 1 FC2 Slot 1 FC3 Slot 1 FC4 

Link Speed     

Topology     

6. Pool Configuration 

Item Value 

Pool Type: 

Thick Provisioning, Thin Provisioning, or Auto Tiering (Thin 

Provisioning Enabled). 

 

Pool Name: 

The maximum length of the pool name is 16 characters. Valid 

characters are [ A~Z | a~z | 0~9 | -_<> ]. 

 

Disks: 

Disk type, disk quantity, and the capacity. 

SSD: 

SAS: 

NL-SAS: 

RAID Level: 

RAID level 0, 1, 3, 5, 6, 0+1, 10, 30, 50, 60, and N-way mirror 

RAID EE level 5EE, 6EE, 50EE, and 60EE 

 

Raw Capacity: 

Sum of disk capacity. 

 

Estimate Capacity: 

Estimate capacity according to the RAID level. 
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7. Volume Configuration 

Item Value 

Volume Name: 

The maximum length of the volume name is 32 characters. Valid 

characters are [ A~Z | a~z | 0~9 | -_<> ]. 

 

Capacity: 

Required capacity of the volume. 

 

Volume Type: 

RAID Volume or Backup Volume 

 

8. LUN Mapping Configuration  

Item Value 

Protocol: 

iSCSI or FCP. 

 

Volume Name: 

Select one of created volumes. 

 

Allowed Hosts: 

iSCSI IQN or Fibre Channel WWNN for access control. 

Wildcard (*) for access by all hosts. 

 

Target: 

iSCSI Target or Fibre Channel Target 

 

LUN: 

Support LUN (Logical Unit Number) from 0 to 255. 

 

Permission: 

Read-only or Read-write. 

 

9. SSD Cache Configuration 

Item Value 

SSD Cache Pool Name: 

The maximum length of the pool name is 16 characters. Valid 

characters are [ A~Z | a~z | 0~9 | -_<> ]. 

 

Cache Type: 

Read Cache (NRAID+) or Read-write Cache (RAID 1 or NRAID 

1+). 

 

I/O Type: 

Database, File System, or Web Service. 

 

SSDs: 

SSD quantity and the capacity. 

SSD: 

Raw Capacity: 

Sum of disk capacity. 

 

10. Snapshot Configuration 
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Item Value 

Volume Name: 

Select one of created volumes. 

 

Snapshot Space: 

Reserved snapshot space for the volume. 

 

Snapshot Name: 

The maximum length of the snapshot name is 32 characters. 

Valid characters are [ A~Z | a~z | 0~9 | -_<> ]. 

 

Schedule Snapshots: (optional) 

Define the cycle of snapshots. 

 

11. Local Clone Configuration 

Item Value 

Source Volume Name: 

Select one of created volume for source. 

 

Source Volume Capacity: 

Check the capacity of source volume. 

 

Target Volume Name: 

Select one of created volume for target. 

 

Target Volume Capacity: 

Check the capacity of target volume. 

 

Schedule Local Clones: (optional) 

Define the cycle of local clones. 

 

12. Remote Replication Configuration 

Item Value 

Source Volume Name: 

Select one of created volumes for source. 

 

Source Volume Capacity: 

Check the capacity of source volume. 

 

Source iSCSI Port: 

iSCSI port of source unit. It can be auto or dedicated iSCSI port. 

 

Target iSCSI Port IP Addresses: 

iSCSI port IP addresses of target unit. 

 

Target Controller 1 Controller 2 (optional) 

IP Address   

Target CHAP Username: (optional) 

CHAP username. The maximum length of the username is 223 

characters. Valid characters are [ A~Z | a~z | 0~9 | ~!@#%^&*_-

+=|(){}[]:;<>.?/  ]. 

 

Target CHAP Password: (optional)  
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CHAP password. The length of the password is between 12 to 16 

characters. Valid characters are [ A~Z | a~z | 0~9 | 

~!@#$%^&*_-+=`|\(){}[]:;òô<>,.?/ ]. 

Target Volume Name: 

Select one of created volume for target. 

 

Target Volume Capacity: 

Check the capacity of target volume. 

 

Schedule Remote Replications: (optional) 

Define the cycle of remote replications. 

 

Traffic Shaping for Peak Hour: (optional) 

Limit the transfer rate at peak hour. 

 

Traffic Shaping for Off -peak Hour: (optional) 

Limit the transfer rate at off-peak hour. 

 

Off -peak Hour: (optional) 

Define the off-peak hours. 

 

 

Now please follow the steps and fill the worksheet out for initial system configuration. 

2.1.1. Configuration Planning for Initial Setup  

In Table 2-1, the items on part 1, initial configuration, are listed for the initial setup. The information 

in the following checklist is helpful before the initial configuration is performed. 

· System name allows maximum 32 characters. Valid characters are [ A~Z | a~z | 0~9 | -_<> ]. 

· Administrator password allows maximum 12 characters. Valid characters are [ A~Z | a~z | 0~9 | 

~!@#$%^&*_-+=`|\(){}[]:;òô<>,.?/ ]. 

· The date and time can be manually entered, but to keep the clock synchronized, recommend 

using a NTP (Network Time Protocol) service. 

· Enter the time zone based on your geographical location. 

2.1.2. Management IP Configuration Planning 

With your network administrator, determine the IP addresses and network parameters you plan to use 

with the storage system, and record the information on part 2, management port setting in Table 2-1. 

You can manage the storage system through a dedicated management port at least on controller 1. 

This port must share a same subnet with the host you use to initialize the system. After initialization, 
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any host on the same network and with a supported browser can manage the system through the 

management port. 

· It is recommended using a static IP address for the management port. Please prepare a list of the 

static IP addresses, the subnet mask, and the default gateway. 

· DNS (Domain Name Service) server address provides a means to translate FQDN (Fully 

Qualified Domain Name) to IP address. Some notification services need DNS setting. 

· For dual controller configurations, the management port IP address on controller 2 is optional. If 

enabling the dual management ports setting, both management ports of controller 1 and 2 have 

their own IP addresses, and both are active. Otherwise, only the management port of master 

controller is active, the other one is standby. The management port fails over to the slave 

controller when the master controller goes offline even planned or unplanned. 

2.1.3. Notification Configuration Planning 

On part 3, notification setting in Table 2-1, prepare to configure the notification. Itôs helpful for 

monitoring the system health. 

· SMTP server and email address to direct notification alerts the IT administrator and any alternate 

or back-up personnel. 

· Syslog server address to log monitored events. 

· SNMP (Simple Network Management Protocol) trap to send system event logs to SNMP trap 

agent. 

2.1.4. iSCSI Configuration Planning 

Although SAN is a private network environment, IP addresses of iSCSI data ports should be planned, 

too. Optionally, CHAP security information, including CHAP username and password should be 

prepared. 

For an iSCSI dual-controller system, recommend to install an iSNS server on the same storage area 

network. For better usage of failover, the host must logon the target twice (both controller 1 and 

controller 2), and then the MPIO should setup automatically. More advanced, all the connections 

among hosts (with clustering), switches, and the dual-controller are recommended as redundant as 

shown below. 
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Figure 2-1 Dual-controller Topology 

 

If you are using onboard iSCSI LAN ports, please fill in part 4, onboard iSCSI port IP addresses of 

iSCSI port configuration. Optionally, if you have iSCSI host card at slot 1 and slot 2, please fill in 

iSCSI port IP address. 

 

 

INFORMATION:  

iSCSI Host Cards at Slot 1 (PCIe Gen3 x 8) 

· HQ-10G4S2, 4 x 10GbE iSCSI (SFP+) ports 

· HQ-10G2T, 2 x 10GbE iSCSI (RJ45) ports 

· HQ-01G4T, 4 x 1GbE iSCSI (RJ45) ports 

iSCSI Host Cards at Slot 2 (PCIe Gen2 x 4) 

· HQ-10G4S2, 4 x 10GbE iSCSI (SFP+) ports (Slot 2 provides 20Gb bandwidth) 

· HQ-10G2T, 2 x 10GbE iSCSI (RJ45) ports 

· HQ-01G4T, 4 x 1GbE iSCSI (RJ45) ports 
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· The entity name is for a device or gateway that is accessible from the network. 

· An iSNS (Internet Storage Name Service) server uses the iSNS protocol to maintain information 

about active iSCSI devices on the network, including their IP addresses, iSCSI node names, and 

iSCSI targets. The iSNS protocol enables automated discovery and management of iSCSI devices 

on an IP storage network. An iSCSI initiator can query the iSNS server to discover iSCSI target 

devices. 

· CHAP (Challenge-Handshake Authentication Protocol) is a one-way authentication which the 

initiator will be authenticated by the iSCSI target. CHAP requires that both the client and server 

know the plaintext of the password/secret, although it is never sent over the network. In addition, 

mutual CHAP is a two-way authentication between the iSCSI target and the initiator. For CHAP 

username, the maximum length of name is 223 characters and for CHAP password, the length 

range is from 12 to 16 alphanumeric characters. 

2.1.5. Fibre Channel Configuration Planning 

Optionally, if you have fibre channel host card, please fill at slot 1 fibre channel on part 5, fibre 

channel port configuration in Table 2-1. You have to be familiar the fibre channel protocol. Please 

consider the fibre channel typology, either direct-attach to HBA or connection with fibre channel 

switch. 

 

 

 

INFORMA TION:  

Fibre Channel Host Card at Slot 1 (PCIe Gen3 x 8) 

· HQ-16F4S2, 4 x 16Gb FC (SFP+) ports 

· HQ-16F2S2, 2 x 16Gb FC (SFP+) ports 

Fibre Channel Host Cards at Slot 2 (PCIe Gen2 x 4) 

· HQ-16F2S2, 2 x 16Gb FC (SFP+) ports (Slot 2 provides 20Gb bandwidth) 

 

· Set the link speed as the same as the HBA or fibre channel switch, or set it to auto if you are not 

sure the link speed. 

· Set the topology as the same as the HBA or fibre channel switch. Topology supports FC-AL, 

point-to-point (16Gb fibre channel only supports Point-to-Point topology). 
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2.1.6. Storage Configuration Planning 

This is the most important part to use the SAN storage system effectively. Depending on your 

application, estimated volume capacity, and disk failure risk, you should have a well-thought out 

storage plan. Complete all storage configuration planning jobs on part 6, pool configuration, part 7, 

volume configuration, part 8, LUN mapping configuration, and part 9, SSD cache configuration. 

Planning the Disks 

To plan the disk drives, determine: 

· The cost/performance ratio of the disk drive type. 

· Estimate the total required capacity of the system. 

· Whether the disk drives are SSDs. 

· Quantity of spare disks. Recommend for hot spare to active drive ratios, 1 in 30 for SAS drives 

and 1 in 15 for NL-SAS. 

Planning the Pools 

Necessary activities are in the following, please fill in part 6, pool configuration, in Table 2-1. 

· The pool name, the maximum length of name is 16 characters. 

· According to the pool and disk drive characteristics, such as total capacity, budget, performance, 

and reliability, determine a pool type (thick, thin provisioning, or auto tiering) and a RAID level 

of storage systems to use. For example, create a pool which is grouped by RAID 10 for 

performance and RAID 5 in another storage pool to achieve desired results. 

· Plan to extend the capacity of the storage pool in the future. 

Planning the Volumes 

A volume is a member of the pool. Determine the following items and fill in part 7, volume 

configuration, in Table 2-1. 

· The volume name, the maximum length of name is 32 characters. 

· The volume capacity. 

· Plan the volume capacity for local clone or remote replication. Set it as RAID volume for normal 

RAID volume usage, or set it as backup volume for the backup target of local clone or remote 

replication. 

Planning the LUNs 
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LUN is a unique identifier which volume maps it to differentiate among separate devices. At the 

same time, there are some access controls by allowed hosts, target, LUN (logic unit number), and 

read/write permission. Please fill in part 8, LUN mapping configuration, in Table 2-1. 

· Prepare an allowed host list for access control. They are (iSCSI Qualified Name) or Fibre 

Channel WWNN (World Wide Node Name). Set it as wildcard (*) for access by all hosts. 

· Select an iSCSI target for iSCSI network portal. Or a FC target. 

· Support LUN from 0 to 255. 

· Usually, set the volume as read-write permission. For read only purpose, set it as read-only. 

Planning the SSD Cache 

Optionally, preparing for some SSDs will enhance the system performance. Please fill in part 9, SSD 

cache configuration, in Table 2-1. 

· For SSD cache planning, the capacity of read cache is the sum of SSDs. But the capacity of read-

write cache is half of all SSDs because it needs RAID protection for write buffer. 

2.1.7. Backup Configuration Planning 

Backup plan is also an important job for disaster recovery. Complete the backup configuration 

planning jobs on part 10, snapshot configuration, part 11, local clone configuration, and part 12, 

remote replication configuration. 

Planning the Snapshots 

To plan the snapshots, you have to reserve some snapshot spaces from the pool. Normally, we 

suggest reserving 20% of the volume capacity as a minimum. 

· Select a volume and reserve its snapshot space. 

· Plan the schedule of snapshots, determine the cycle of taken snapshots. It can be hourly, daily, or 

weekly. 

Planning the Local Clones 

To plan the local clones, you have to select a source volume and prepare a target volume which the 

source clones to. 

· Select a source volume and check its capacity. 

· Prepare a target volume and set it as backup volume. The capacity of target volume should be 

larger than the source one. 
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· Plan the schedule local clones, determine the cycle of executing clone tasks. It can be hourly, 

daily, or weekly. 

Planning the Remote Replications 

To plan the remote replications, except to select a source volume in source unit and prepare a target 

volume which the source replicates to in target unit, you have to prepare the information of iSCSI 

port IP addresses to transfer the data. In addition, according to the network bandwidth, determine the 

transfer rate at peak and off-peak hours. 

· Select a source volume and check its capacity in source unit. 

· Select a source iSCSI port to send the replication data. 

· Prepare the information of iSCSI port IP addresses in target unit to receive the replication data. 

Also prepare CHAP username and password if the target unit is enabled CHAP authentication. 

· Prepare a target volume and set it as backup volume in target unit. The capacity of target volume 

should be larger than the source one. 

· Plan the schedule remote replications, determine the cycle of executing replication tasks. It can 

be hourly, daily, or weekly. 

· Define the off-peak hours and plan the transfer rate at peak and off-peak hours. 

2.2. System Parameters 

In this section, we list all of system parameters which will help you to understand and plan the system 

configuration. The following table shows the maximum number of each item you can use. 

 

Table 2-2 System Parameters 

iSCSI Parameters 

Item Value 

Maximum iSCSI target quantity per system 256 

Maximum initiator address quantity per system 256 

Maximum host quantity for single controller system 

Maximum host quantity for dual controller system 

512 

1,024 

Maximum iSCSI session quantity for single controller 

Maximum iSCSI session quantity for dual controller 

1,024 

2,048 

Maximum iSCSI connection quantity for single controller 

Maximum iSCSI connection quantity for dual controller 

4,096 

8,192 

Maximum CHAP accounts per system 64 

Fibre Channel Parameters 
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Item Value 

Maximum host quantity for single controller 

Maximum host quantity for dual controller 

256 

512 

Expansion Unit and Disk Parameters 

Item Value 

Maximum expansion unit quantity in a system 10 

Maximum disk quantity in a system 626 

Pool Parameters (Thick Provisioning / Thin Provisioning / Auto Tiering) 

Item Value 

Maximum disk group quantity in a pool 32 

Maximum disk drive quantity in a disk group 

(include dedicated spares) 

64 

Maximum disk drive quantity in a pool 

(include dedicated spares) 

256 

Maximum pool quantity per system 64 

Maximum dedicated spare quantity in a pool 8 

Thick Provisioning Pool Parameters 

Item Value 

Maximum addressable capacity of a disk group 640TB 

(calculated by 10TB HDD) 

Maximum addressable capacity of a thick provisioning pool 
2,560TB 

(calculated by 10TB HDD) 

Maximum addressable capacity of total thick provisioning pools Unlimited 

Thin Provisioning Pool Parameters 

Item Value 

Maximum addressable capacity of a disk group 64TB 

Maximum addressable capacity of a thin provisioning pool 256TB 

Maximum addressable capacity of total thin provisioning pools 

(include auto tiering pools) 

1,024TB 

Provisioning granularity 1GB 

Auto Tiering  Pool Parameters 

Item Value 

Maximum tiers 

(include SSD, SAS HDD, NL-SAS HDD) 

3 

Maximum addressable capacity of a tier (disk group) 64TB 

Maximum addressable capacity of an auto tiering pool 256TB 

Maximum addressable capacity of total auto tiering pools 

(include thin provisioning pools) 

1,024TB 
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Provisioning granularity 1GB 

Volumes Parameters 

Item Value 

Maximum volume quantity in a pool 96 

Maximum volume quantity per system 

(include snapshot volumes) 

4,096 

Maximum host number per volume 16 

Maximum addressable volume capacity of a thick provisioning 

pool 

2,560TB 

(calculated by 10TB HDD) 

Maximum addressable volume capacity of a thin provisioning 

pool 

256TB 

Maximum addressable volume capacity of an auto tiering pool 256TB 

LUN Parameters 

Item Value 

Maximum LUN quantity per system 4,096 

SSD Cache Parameters 

Item Value 

Maximum SSD cache pool quantity per system 

(either dual controller or single controller) 

4 

Maximum SSD quantity in an SSD cache pool 8 

Maximum addressable capacity of an SSD cache pool 32TB 

Maximum quantity of volume shared in an SSD cache pool 32 

Maximum dedicated spare SSD quantity in an SSD cache pool 4 

Snapshot Parameters 

Item Value 

Maximum snapshot quantity per volume 64 

Maximum volume quantity for snapshot 64 

Maximum snapshot quantity per system 4,096 (= 64 x 64) 

Local Clone Parameters 

Item Value 

Maximum clone task quantity per volume 

(Maximum clone pairs per source volume) 

1 

Maximum clone task quantity per system 64 

Remote Replication Parameters 

Item Value 

Maximum remote replication task quantity per volume 

(Maximum remote replication pairs per source volume) 

1 

Maximum remote replication task quantity per system 32 
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Maximum traffic shaping quantity per system 8 

Maximum iSCSI multi-path quantity in a remote replication task 2 

Maximum iSCSI multiple connection quantity per remote 

replication task path 

4 

2.3. Configuration Example 

The following is an example of finished configuration worksheet just for reference. 

 

Table 2-3 Configuration Worksheet Example 

1. Initial Configuration 

Item Value 

System Name: 

The maximum length of the system name is 32 characters. Valid 

characters are [ A~Z | a~z | 0~9 | -_ ]. 

XCubeSAN 

Admin Password: 

The maximum length of the password is 12 characters. Valid 

characters are [ A~Z | a~z | 0~9 | ~!@#$%^&*_-

+=`|\(){}[]:;òô<>,.?/ ]. 

1234 

NTP Server: 

FQDN (Fully Qualified Domain Name)or IP address of NTP 

(Network Time Protocol) server. 

pool.ntp.org 

Time Zone: 

Depending on your location. 

(GM +08:00) Taipei 

2. Management Port Setting 

Item Value 

Management Port IP Address on Controller 1: 

IP address, subnet mask, and gateway of the management port on 

controller 1. 

IP:  192.168.1.234 

SM: 255.255.255.0 

GW:  192.168.1.254 

DNS Server Address: 

IP address of DNS (Domain Name System) server. 

8.8.8.8 

Management Port IP Address on Controller 2: (optional) 

IP address, subnet mask, and gateway of the management port on 

controller 2. 

IP:  192.168.1.235 

SM: 255.255.255.0 

GW:  192.168.1.254 

3. Notification Setting 

Item Value 

Email-from Address: 

Email-from address to send event notification. 

admin@company.com 
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Email-to Addresses: 

Email-to addresses to receive event notification 

Email-to Address 1: 

user1@company.com 

Email-to Address 2: 

user2@company.com 

Email-to Address 3: 

user3@company.com 

SMTP Server: 

Network name or IP address of SMTP (Simple Mail Transfer 

Protocol) server. 

smtp.company.com 

Syslog Server: (optional) 

FQDN or IP address of syslog server. 

syslog.company.com 

SNMP Trap Addresses: (optional) 

FQDNs or IP addresses of SNMP (Simple Network Management 

Protocol) trap. 

SNMP Trap Address 1: 

snmp1.company.com 

SNMP Trap Address 2: 

snmp2.company.com 

SNMP Trap Address 3: 

snmp3.company.com 

4. iSCSI Port Configuration 

Item Value 

Onboard iSCSI Port IP Addresses: 

IP address, subnet mask, and gateway of the iSCSI ports. 

· Onboard 2 x 10GBASE-T iSCSI (RJ45) ports 

 

Controller 1 Onboard LAN1 Onboard LAN2 

IP Address 10.10.1.1 10.10.2.1 

Subnet Mask 255.255.255.0 255.255.255.0 

Gateway 10.10.1.254 10.10.2.254 

Controller 2 Onboard LAN1 Onboard LAN2 

IP Address 10.10.3.1 10.10.4.1 

Subnet Mask 255.255.255.0 255.255.255.0 

Gateway 10.10.3.254 10.10.4.254 

Slot 1 iSCSI Port IP Addresses: (optional) 

IP address, subnet mask, and gateway of the iSCSI ports. 

· 4-port 10GbE iSCSI Host Card (SFP+) 

· 2-port 1GBASE-T iSCSI Host Card (RJ45) 

· 4-port 1GBASE-T iSCSI Host Card (RJ45) 

 

Controller 1 Slot 1 LAN1 Slot 1 LAN2 Slot 1 LAN3 Slot 1 LAN4 

IP Address 10.10.11.1    

Subnet Mask 255.255.255.0    

Gateway 10.10.11.254    
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Controller 2 Slot 1 LAN1 Slot 1 LAN2 Slot 1 LAN3 Slot 1 LAN4 

IP Address 10.10.21.1    

Subnet Mask 255.255.255.0    

Gateway 10.10.21.254    

Slot 2 iSCSI Port IP Addresses: (optional) 

IP address, subnet mask, and gateway of the iSCSI ports. 

· 4-port 10GbE iSCSI Host Card (SFP+) 

· 2-port 1GBASE-T iSCSI Host Card (RJ45) 

· 4-port 1GBASE-T iSCSI Host Card (RJ45) 

 

Controller 1 Slot 2 LAN1 Slot 2 LAN 2 Slot 2 LAN 3 Slot 2 LAN 4 

IP Address 10.10.31.1    

Subnet Mask 255.255.255.0    

Gateway 10.10.31.254    

Controller 2 Slot 2 LAN1 Slot 2 LAN 2 Slot 2 LAN 3 Slot 2 LAN 4 

IP Address 10.10.41.1    

Subnet Mask 255.255.255.0    

Gateway 10.10.41.254    

Entity Name: 

The entity name is for a device or gateway that is accessible from 

the network. The maximum length of the entity name is 200 

characters. Valid characters are [ a~z | 0~9 | -.: ]. 

Iqn.2004-08.com.qsan 

iSNS IP Address: (optional) 

IP address of iSNS (Internet Storage Name Server) server. 

10.1.1.1 

CHAP Username: (optional) 

CHAP (Challenge-Handshake Authentication Protocol) 

username. The maximum length of the username is 223 

characters. Valid characters are [ A~Z | a~z | 0~9 | ~!@#%^&*_-

+=|(){}[]:;<>.?/  ]. 

chap1 

CHAP Password: (optional) 

CHAP password. The length of the password is between12 to 16 

characters. Valid characters are [ A~Z | a~z | 0~9 | 

~!@#$%^&*_-+=`|\(){}[]:;òô<>,.?/ ]. 

123456789012 

Mutual CHAP Username: (optional) 

CHAP (Challenge-Handshake Authentication Protocol) 

username. The maximum length of the username is 223 

characters. Valid characters are [ A~Z | a~z | 0~9 | ~!@#%^&*_-

+=|(){}[]:;<>.?/  ]. 

mutualchap1 

Mutual CHAP Password: (optional) 

CHAP password. The length of the password is between12 to 16 

123456789012 
















































































































































































































































































































































































































































































































































































































































































































