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This XCubeSANSANOS 4.0 usér manual is applicable to the following XCubeSAN models:

XCubeSAN Storage SystedU 1 9 Rack MountModels

Model Name
XS5224D

Controller Type
Dual Controller

Form FactorBay Count and Rack Unit

LFF 24disk 4U Chassis

XS3224D

Dual Controller

LFF 24disk 4U Chassis

XS3224S

Single Controller

LFF 24disk 4U Chassis

XS1224D

Dual Controller

LFF 24disk 4U Chassis

XS1224S

Single Controller

LFF 24disk 4U Chassis

XCubeSAN Storage Syste® 190 Rack MountModels

Model Name
XS5216D

Controller Type
Dual Controller

Form FactorBay Count and Rack Unit

LFF 16disk 3U Chassis

XS3216D

Dual Controller

LFF 16disk 3U Chassis

XS3216S

Single Controller

LFF 16disk 3U Chassis

XS1216D

Dual Controller

LFF 16disk 3U Chassis

XS1216S

Single Controller

LFF 16disk 3U Chassis

XCubeSAN Storage System 2190 Rack MountModels

Model Name
XS5212D

ControllerType
Dual Controller

Form FactorBay Count and Rack Unit

LFF 12disk 2U Chassis

XS5212S

Single Controller

LFF 12disk 2U Chassis

XS3212D

Dual Controller

LFF 12disk 2U Chassis

XS3212S

Single Controller

LFF 12disk 2U Chassis

XS1212D

Dual Controller

LFF 12disk 2U Chassis

XS§1212S

Single Controller

LFF 12disk 2U Chassis

XS85226D

Dual Controller

SFF 26disk 2U Chassis

XS5226S

Single Controller

SFF 26disk 2U Chassis

X83226D

Dual Controller

SFF 26disk 2U Chassis

XS3226S

Single Controller

SFF 26disk 2U Chassis

XS§1226D

Dual Controller

SFF 26disk 2U Chassis

X8§1226S

Single Controller

SFF 26disk 2U Chassis
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Information contained in this manual has been reviewed for acciBatit.could include
typographical errorer technicalinaccuraciesChanges are made thedocumenperiodically These
changes will be incorporated in new editions of the publica@®AN may makeémprovements or
changes in the prodcidll featuresfunctionality, andproductspecificationsaresubjectto change
without prior notice or obligationAll statements, information, and recommendations in this
document do not constitute a warranty of any kind, express or implied.

Any performance data contained herein was determined in a controlled environnezafoiie, the
resultsobtained in other operating environments may vary significantly. Some measurements may
have been madan developmentevel systems and there is no guarantee that these measurements
will be the same ogenerally available systems. Fnetmore, some measurements may have been
estimated througbxtrapolation. Actual results may vary. Users of this document should verify the
applicable data for thespecific environment.

This information contains examples of data and reports used inbdailyess operations. To
illustrate themas completely as possible, the examples include the names of individuals, companies,
brands, and products.

All of these names are fictitious and any similarity to the names and addresses used by an actual
busines®nterprise is entirely coincidental.

© Copyright 208 QSAN Technology, Inc. All RighReserved



QSAN

Table of Contents

L0 1[0 Y .
e (] = o > SO SUPPSURPPPPT Xix
ADBOUL THIS MANUAL.......cco e e e e eee e s e e e e e e e e e e e e e e e e e e e eeens XiX
Related DOCUMENTS.......iiiiiiiiiiiee e eme ettt e e e e e s smme e e e s s bbbt e e e e e e e e e s smmne e e e s n bbb b e e eeaeeeeean XiX
BIC=Tod ] 1= IS o] o Lo« SRR Xix
Information, TiP aNd CAULION...........uuuuiiiiiiiiiirre e e eeee e e e e e eee s XX

(0] 01775 1110 1< S PP PO PRRPPPPP XX

L. SANOS OVEIVIBW. ....uiiiiiieeiete e eeeeee e e e et e e e et e e e et e e e et e e eata e e sata e e snnmeasaeeesnnnnnns 1
1.1, INtroducCtion t0 SANOS ......coiiiiiiiiiiiiie e e e errer e e e e e e s e s bbb e e e e ennrreeeeaee s 1
1.1.1.  SANOS System ArCHITECIUIE.........eviiiieeiiiiiieeee e e e 1

1.1.2.  SANOS Storage POl ArChItECIULE. .......coviiieiiiiiiiireeii e 3

1.1.3.  SANOS 4.0 FUNCHONAIYIST.....ceeiiiiiiiiiiieie e rmmee e 4

3 =14 1111 (o] [0 | 6.

2. Prepare for INStallation .........cooiiiiiii et reee e anane e aane 9
2.1. Prepare for Configuration Planning..............uuuuiiiiiiimmreeeeieccceecceecceee e 9.
2.1.1. Configuration Planning for Initial Setup..............cooooei it 15

2.1.2. Management IP Configuration Planning................ccoo i i ieevvvieevieviiieeevevvee 15

2.1.3. Notification Configuration Planning...........ccoouiiiiiiiieemiiieeeee e 16

2.1.4. iSCSI Configuration PIanning............couuuiummiiieeeiiiieeeee e 16

2.1.5. Fibre Channel Configuration Planning...........ccccccceeiiiiicrniiniiiiiiieeeeee e 18

2.1.6. Storage Configuration Planning............ccccccouiiiiimmnniiiiiiiieeee e eeeseees e 19

2.1.7. Backup Configuration Planning........cccccoeeeiiiiiiiiiccciiieeeeeeeeeeeeeeeeeevveeen e 20

A O Vo1 (=] 0 T = U= 1 0TS T PR 21

2.3, Configuration EXAMPIE.......ccoeceiiiiiiii ittt e e rr e e e e s e e e e e e e e e e e aaaaaeeeanenrereraee 24

G T €11 41 1o RS = T (=T OSSP 31
3.1, Power 0N the StOrage SYSIEM........uuiiiiiiiiiiiiiiieee e eeeeee e eeee e e 31

3.2.  Discover the SAN StOrage SYSIEIM..........uuuiiiiiiiiiiiicee e rmmme e 31
3.2.1. QFINAEr ULIITY....ciiiiiiieeieeeee e rmeee et mme e e e e e mnee e 31

TR T [ 11 (= LIRS Y= LU o PP PP PP 33

A, SANOSUSEI INTEITACE ... ..ot e e e et e eenmreaanes 38
4.1. Accessing the Management Web.UL..... ... 38

4.2,  SANOS 4.0 DESKIOP PANEL.......uueeiiiiiiiiie e 39

4.3, FUNCHON IMEBNUS ...ttt mmme e e e e e e e e e e e e e e e e e e e e e e e e eeaessane e e s ammmr e e e e e e eeeeeeeeeeesd 40

V2 00C Tt S B T 1= g o To T= 0 N Y/ 1T o 41

4.3.2.  SyStem SettiNgS MEMUL........ooiiiiiiiiiii ettt e s 42

4.3.3.  Host Configuration MENU..........cccuviiiiiiiiiiieee e A3

Contents i



QSAN

4.3.4. Storage Management MEeNU.........cciuiieiiiiiiiiiimmiiiins e e e eeeaii e ersss e e e e e eeeannnand 43
4.3.5.  Data BaCKUP MENU........uuuiiiiiiiiiiiiiiiimmmeeeeeeeieeeeeeeeeee e e e e e seesss s aa s e e e e emend a4
4.3.6.  Virtualization MENU.........cooiiiiiiiiiiiii et eeer e end 44
43.7.  MONItONNG MENU......uuiiiiiiiiiiiiiiiiiieeeiire e e e e ennrseeesssrnneeee e e e e s s nnnnneeeen s 4D
4.4,  Accessing the Management USB LCM..........oociiiiiiiiiieeeieeeeeeieee e 45
DASNDOAId. ....... e ————— e 49
5.1, DASNDOAIM. ... e e e 49
5.2, Hardware MONITOIING ... ...ueuueiiieieiees s smme e e e e eeeeeeeeeeeeeesseesrees s e s s easaaeeaaaeaaaeaaeeseesmsessnssnnes 56
SYSIEIM SEEINGS. ...ttt ee e e e e e e e e e ettt et ae e e bbb e e e e e e nenennnnns 59
6.1.  General SYStEM SENGS. .. .uuuuuiiiiiiiiiiiiier e e e e e eeeere s e s e e eees 59
6.2. Management PO SENGS. ... ..uu i i e eeeeeee e e e e e er e s e e e e e e e e aaeeaaaaaeaeeeanenrenes 61
6.3, POWET SEUNGS. .. tteeeiiiieeeiiiiiittireet ettt e e e e e e e rens s e e e et e e e e e e s s sssbb e s enanss e e e e e e eeeeeeeaannn 64
6.3.1. B0Ot Management SEttNGS . .......ooouvrriiiiiiie e e e e e s e 64
6.3.2.  Cache to FIash StatUS............ooiiiiiiiiiieeeiei et 66
6.3.3. UPS Settings and STALUS...........cuueiiiieiiiiieeee it smeee e e e 67
0 S N[0 () o= o] ¢ IS T= 111 o SRR 70
L T N 4 T 1] BT =Y 1] o =R 70
(S N A\ 1= G0 = 1 1] 1o TR 72
6.4.3.  SNMP SENGS.....ovviiiiiiiiiiiii e eeee e 73
T |V =] (= g T Lo = PP PRPPT PP 75
6.5.1.  SyStem INfOrMALION. .......coeiiiiiiiiiii it e e e e e e 76
6.5.2.  FIrmware UPAte...........ccooiiiiiiimiiiimeniiiiiieee e e e e sssiivseeeesssseeeeee e e e s s snnnnneeeeeene e d O
6.5.3.  Firmware SynChronizatiQml................ooiiuiiiimmmiiiiiiieee e eessire e e e 81
6.5.4.  System IdentifiCatiOn...........couiiiiiiiiiii e 82
6.5.5. Resetto Factory DefaultS..........cociciiiiiiiiiiccec e 82
6.5.6. Configuration BaCKUP............oooiiiiiiiii e e e e e e 84
6.5.7. Reboot and SHULAOWN............uuiiiiiiieiiiie e rmeee e e e 85
B6.6.  DISK ENCIYPLON........oiiiiiiiiiiee et eeee ettt rrrr e e e e e e eeeaaeeaaaas 36
HOSt CONFIQUIALION .....uei e e e e e e e et e e e e e e s mmme s e e e e 87
7.1.  HOSt ProtOCOI TECNNOIOGY . ....ccciiiiiiiiiiiii ittt eeemee s 87
7.1.1.  iSCSI TECNNOIOGY.....cii ittt neeas 87
7.1.2. Fibre Channel TECANOIOGY........ccccciiiiiiiiiiiieeeiiiiee e e 38
7.2, HOSt CONNECHVILY OVEIVIEW. ...c.eeiiiiiiiiiiiiiiiiiteeee e e e e e e e e e e e e e e e e e e e e e e e e eeeeieeeeeeeaeeeeeneenneennesmees 89
7.3.  Configure iISCSI CONNECHIVITY.......ccoi i e e e e e e e e e e e e e e e eeeeeeas 91
7.3.1.  Configure iSCSI POIS.. ..o e Q2
7.3.2.  Configure iISCSI SELHNGS. ... . uuuui et mee e 96
7.3.3. CoNfiQUure iISCSI TAIQELS. ... .uueiiiiieeeiiiiiiiieeeriiee et et e e e e s ee e e e e e e e a e 97
7.3.4.  Configure iISCSI CHAP ACCOUNIS. ......ccuiiiiiiiiiiiiiieeeiireeeeee e e e e s eeeeseeeees 101
A TR T AV od 1)Y= IR TS [ o 1 103
7.4.  Configure Fibre Channel CONNECHIVILY............ooiiuiiiiiiieeeiieeceee e 105
7.4.1. Configure Fibre Channel Link SPeed.........ccccoviiiiiiiimemiiiiiiiiieee e 106

© Copyright 208 QSAN Technology, Inc. All RighReserved



QSAN

7.4.2. Configure Fibre Channel Topology...........ccccoee i 106
7.4.3. Configure Fibre Channel Targets.............cooo i ecec e 107
7.4.4. Clear Fibre Channel COUNLELS...........uuiiiiiiiiiiicee e eeee e 108
S (0] =T [N\ F= Ta = To (<] g TCT o PR 109
S N S YN | B R W =Tod ] T ] (o | PP PP PPPPPPRPPP 109
8.1.1. Traditional RAID OVEIVIEW...........cevviieiieeeeeeeimeeseaaaeeeeeeesaeeeeeeeeeeeeeeeeeneeennennnnes 109
8.1.2.  RAID EE OVEIVIEW.....ceiiiiiiiiiieiiiiiie e emee ettt eeee e a et e e e e 114
8.1.3. Theory of RAID EE OPEration.............ccccoveiiiiiiiceeiiiimmme e e 116
8.2. SANOS Storage ArChiteCtULB...........ooviiiiiiiiee e e 120
S 722 S o To] I W =Tod o 6 To] (00 | V20 120
8.22. Migrate vs. Add DiSK GIOUD..........cevviiiiiiieiieiieeei e e e e eeeeeavaan e 122
8.2.3. VOIUME TECNNOIOGY.....ciiiiiiiiieiie e 122
8.2.4.  LUN TECHNOIOQY.. . ueiiiiiieiiiiiiiiiii ettt 123
8.2.5.  HOU SPAIES....ceeiieeeiiie et 125
8.3.  WOrking With DiSK DIIVES ..........cuiiiiiiiiieiei ettt rmmee e e e nneas 127
8.3.1.  LISE DISKS......eeiiiiiiiiiiie ittt 127
8.3.2.  Operations 0N DiSKS.......ccoooiiiiii e 130
83,3, SV A R T e 133
8.4. Configure Thick Provisioning POOIS.............cocoi i meer e 136
8.4.1. Create a Thick Provisioning POOL.............cccooiiiimmmiiiiiece e 136
8.4.2.  List Thick Provisioning POOILS..............cuuiiiiiiiii e eeee e 142
8.4.3. Operations on Thick Provisioning POQIS.............cccccviiiiiieecee e 144
8.4.4. Migrate a Disk Group in a ThidRrovisioning Pool...............cccccceeiiiiccceniiiinns 147
8.4.5. Add a Disk Group in a Thick Provisioning Pool..................ccoirreeeiininnnns 150
8.5.  CoNfigUING VOIUMES......uuuiiiiiiiiee e i e ettt rrer e e e e e e e e e e e e aeaaaaaeaaeeanenresseannes 152
8.5.1.  Create @ VOIUME.......uuuiiiiiiee e iiieee et e e e et e e e e e e e e e s snnnneeeannnes 153
8.52. LIS VOIUMES ... ..ttt e e e e e e e e e e e nnnnee e 156
8.5.3. Operations 0N VOIUMES.........cooiiiiiiiiiiii ettt 157
8.5.4. Extend VOolUME CapaCity.........ccoiiiuuurimiiiiiieeeeeeee ettt 162
TR T = 1S3 A A | 2 = o 16| o 163
8.6.  CoNnfigure LUN MapPPiNgS. ......cceeuiiiiuuiiiiiiiieeeesieteeeeeeassitsees e s eeemseee e e e e s s s sannnnnnee e e s seemees 165
8.6.1. Map a LUN Of iISCSI CONNECHIVILY........cceiieiiiiiiiiee e e 165
8.6.2. Map a LUN of Fibre Channel ConnectiVity..........cccccuviriiiiimmmeeeeeeeeeeeeeeeeeeee, 166
8.6.3. LISt LUN MapPingS oo oo e eeeii oottt mmme e e e e e e e e e e e e e e e e e eaaeeeen 167
8.6.4. Operations 0N LUN MappPiNgS....c.ceeeeeeiiumumimiiiiimmmnaaeeeeeeeaeeeaeeeeaeeeeeeeeeeenenennnes 168
8.7.  Connect by HOSE INItIAQL.........ccoii e e e e e e e e e e e e e e e e e e e e eeenanes 168
8.8, DISK ROAIMING. ...ttt ee et e e e e e e s s e e e eeeeaeeeeas 168
I (07753 o 11 T P 170
S R © V=T oY1= PRSP PPPPP 170
9.1.1. Thick Provisioning vs. Thin ProviSioning............cccccuuiviiiieesiieeiiee e 171
S I 01 To ] oA @] o= = 11 o] o 171

Contents

\'



QSAN

10.

11.

Vi

9.2.1. Thin Provisioning ArchiteCture.............cccooe e e 172
9.2.2.  SPACE RECIAMALION. ... .uuuuiiiiiiiiiiiiimmmr e e ee s e e e e e e e e e e e e e enan 173
9.2.3.  Thin Provisioning POICIES..........ccciiiiiiiiiieei e 173
9.3.  Configure Thin Provisioning POQIS............ccooiiiiiiiieeeie e 174
9.3.1. Create a Thin Provisioning PQQLl..............cccouiiiiiieeeiiiieee e 175
9.3.2.  List Thin ProviSioning POOIS.........ccciiiiiiiiiiiieeeie e 180
9.3.3. Operations on Thin Provisioning PoQls...........ccccccevvevviieeie e 182
9.3.4. Add a Disk Group in a Thin Provisioning POQI.............cccccceiiiiimrmeeeeieeeceeee, 185
9.4, CoNfiQUIE VOIUMES.......cuuiiiiiiiiiiiiiiiiiienee e e e e e e e e e e et e e et e e e e e cees s rmmmr e e e e e eeees 188
9.4.1. Create a Volume in a Thin Provisioning Paal..........ccccccevvvvivieeiiieeen, 188
9.4.2. List Volumes and Operations on VOIUMES..........c.coooieiiiiieeeeeeeeeeeveevvveevienaens 192
9.5. Configure LUN Mappings and Connect by HOBtIator............oovvvvvvvvviiiiiiiieeeeeeeee, 193
SSD CACNE. ... ennn e e e e e e e 194
O R O Y= Y1 194
10.2. Theory Of OPEIratiON..........cccuuuriiiiiieeeeeet e ettt e e e s amme e e e e e r e e e e e e e s s smmne e e e aannes 196
10.2.1. System Memory and SSD Cache Capacity...........ccccvvvvvvieeeeeiiiie e, 196
10.2.2. SSD Cache POl ArChItECIULE........ccviiiiiiiiiee e e 197
10.2.3. RAID Level of SSD Cache POOL...........cuuiiiiiiiiiiiee i rceee e 199
10.2.4. Read/Write Cache CaSES.........cccuuuiiiiiiiiiceeeee et e e e e s saneeeees 201
10.2.5. Populating the CaChe............oooiiiiiiiiie e 205
10.2.6. SSD CaChe TUNING...ccciiiiiiiiiiiiiii it ceeee ettt eremr e e e e e e s eeeeenn 206
10.3. CoNnfigure SSD CaACNE ..ot rmmee e e e e e e e sneee e 208
10.3.1. Enable SSD CacChe LICENSE.......ccuuuuriiiiiiiiiimrmeeeeeeeeeeeeeeeeeaeeeeeesseeseneennnnnnnnnnes 208
10.3.2. Create an SSD Cache POOL............uuuiiiiiiiieee e 209
10.3.3. LiSt SSD CaChe POOIS.......ccouiiiiiiiiiiiiieeiieeiieee e e e e e e e e e e 212
10.3.4. Operations on SSD Cache PQQls...............ccoiiiiiecc e 215
10.4. Monitor SSD Cache SEatiSHCS........uvurriiiiieeeiiiiieee e e e e e e e eees e e e e e e e s aneen 217
10.5. SSD CaChe NOUCES . ....ceeiiieiiieiieiittitierre e e e e e e e e eeeeeeaeeaaeeeeaesaaeraeanneennnsnnnnnmmmreeeeeeeeees 220
F UL (o T 1= 1 Vo PP 221
0 O @ Y= Y1 221
I 0 O O I = G OF= =T [0 [T PP PPTP PP 222
11.1.2. Flexible RAID and Disk ConfigurationsS.............oouiuviiirrieeeiieieeee e 224
11.2. Theory Of OPEration.........ccooii it e e e e e e e e e e e e e e e e eeeannna s e aaaeeeas 224
11.2.1. Auto Tiering ArChiteCtUre........cooeii i 225
11.2.2. Intelligent Auto Tiering MechaniSm..............oooiiiiiiiiieemiiiie e 226
52 T I = ] o T o ] o = 228
11.3. Configure AULO TIeriNg POOLS..........uuuiiiiiiiiiiiiieee e e e 230
11.3.1. Enable AutO Tiering LICENSE ... ...uuuiiiiiieeeiiiieees et 230
11.3.2. Create an AUto Tiering POOL...........cuuiiiiiiiiieeee e 231
11.3.3. List AULO Tiering POOIS.........uuiiiiiiiiiiiieeer e e 237
11.3.4. Operations on Auto Tiering PoQlS............oooiiiiiiiiii e e 241

© Copyright 208 QSAN Technology, Inc. All RighReserved



12.

13.

QSAN

11.3.5. Add a Tier (Disk Group) in an Auto Tiering Pool.............cccccovvvviieeeiicceieeeenn, 242
11.3.6. Hot Spares in an Auto TierimB0O0L...........uuuuiiiiiiiiimee e eeees 244
11.4. CONFIQUIE VOIUMES......ooiiiiiiiiiiiiiit ettt eeer e e e e e s eeeer s e e e e eeeas 245
11.4.1. Create a Volume in an Auto Tiering POOL...........cccvviviiiiieee e 245
11.4.2. List Volumes and Operations 0N VOIUMES...........coooiiiiiiimmmniiiiiiieeeee e 249
11.5. Configure LUN Mappings and Connect by Host Initiator..............ccccveeiiaeceeeeniie 250
11.6. Transfer to AUtO Tiering POOL.........uuuuiiiiiiiieme e eeee e 250
11.6.1. Transfer from Thick Provisioning Pool to Auto Tiering........cccccvvvvvvevvvieeennn. 251
11.6.2. Transfer from Thin Provisioning Pool to Auto Tiering........cccceeeeeveeeiiiimceeeen. 253
11.7. SSD Cache vs. AULO TierNG.......coooiiiiiiii e e e e e e e e e ee e e 256
D= L= = = 101 (U | o RSP RSPPP 258
12.1. Managing SNapshQlS..........ooooiiiiii e 258
12.1.1. TREOrY Of OPEIALION. ... ..eeiiiieeiiiiiiiittieeetiie et e e e e e s eeeer e e e e e e e e e nneeeeeeen 258
12.1.2. Configure SNAPSNOL...........uuiiiiiiiiiii e meee e e e e 261
12.1.3. Configure Rollback SNapShOL...........cooiiiiiiiiii e 265
12.1.4. Configure Schedul8napshots..........cccoiiiiiiiii e 266
12.1.5. SNAPShOt NOICES......ccoi e e e e e e s eeees 267
12.2. Managing LOCAl ClONES........uuuuuuiiiiiiiiiiiiemee e eee e et eeee e 269
D2 R N =To T VA o) A @ T=T = 1o ) o I 270
12.2.2. Configure LOCAl CIONE........coi ittt 272
12.2.3. Configure Schedule Local Clone Tasks...........cccvviiiiiiieeeiiieeeeeiee e 275
12.2.4. Local CloNiNG OPLIONS.....ccciiiiiiiiiiiiiiiie et e e e e e emmr e e e e e 276
D22 S T o Tox- | I O To ] 1= 0 L0 1o = 277
12.3. Managing Remote REPlICALIONS........uuuuuuiiiiiiiiimr e eeer e 277
12.3.1. Remote Replication TOPOIOGIES.......ccoovviiiiiiiiiiieeeeeece e, 278
12.3.2. Theory Of OPEratiON..........uuuuuiiuiiiiiiiimme e e e eee e e eer e a e 281
12.3.3. Configure Remote RepliCatiQn..........ccoceeieeiiiiiiccrieeeeeeeeeeeeeeeeeeereeee e 283
12.3.4. Configure Traffic ShapiNg........cccccuuiiiiiiieii e 289
12.3.5. Configure Schedule Remote Replication Tasks.........ccccceeeiiiiccceei i, 2901
12.3.6. RepliCatioN OPLIONS.......uuviiiieeiiiiiiiiiiieeeiiiee et e e e e eeeers e e e e e e e e s ennbeeeeeen 292
12.3.7. Configure MPIO in Remote Replication TaskK...........ccccccvviiiiemnniiiiiiiiieenenn. 293
12.3.8. Configure MC/S in Remote Replication Task Path..............ccccccrmeeceniiis 299
12.3.9. Local Clone Transfers to RemdReplication.........ccccoovveeiiiiiiiiiccceeeeeeeeeeeeeee, 302
YT a1 (o 1 o PP 308
R Tt S W T I O =T o1 = oS UPPTPPTTRR 308
13.1.1. Operations 0N EVENt LOGS.......cooiiiiiiieiee e 309
13.2. MONItONNG ENCIOSUIES.......uuiiiiiiiiieii i eeee e e e e e e e e e e eeasneee e 310
13.2.1. Hardware MONITOMING.........uuuereiiieeieiiiiimenn st e e e e e s seens b e e e e e e e e aaes 310
13.2.2. Configuring SES.......ccooiiiiiiiiii e e 312
13.3.  Performance MONITOIING........uuuiiiiiieeiiiiiereri et e e e e e s s nee e e e e e e e e e e aanbeannnanees 314
13.3.1. Disk Performance MONItOrNG.........cccvvuuiuiiiiierieeei e eeeeeeee s e e e e e vmeme e 314

Contents Vii



QSAN

13.3.2. Volume Performance MONItOING..........uuuuriiiiiiiiiiimnnreeeeeeeeeeeeeeeeeeeee e e s eeeesneanns 315

13.3.3. iSCSI Port Performance MONItoring.............coovvviviiiieeeiciiiiiceee e 317

13.3.4. Fibre Channel Port MONItOMNNG.........cuuiiieiiriiiireeeiiie e e 317

14, SED aQNnd ISE SUPPOI. .. .ot eeeeie ettt erena s e e e e et e e e e e e e taan s es 318
I O O Y= Y1 318

14.2. Theory Of OPEIratiON.........ccccuuuriiiiiieeeceee e e ettt e e s amme e e e e e e e e e s s smmne e e e aannes 320
14.2.1. SED Operation PrOCESS. .......uuuuiiiiiiiiiiieeeieiiiii e eee e e e 320

I 1] i = Tod o 7o ] (oo | Y2 322

14.3 Configure AUthentiCation KEY...........cuuiiiiiiiiiiiiieni e eeee e 324
14.3.1. Operations on Authentication KEY.............oooiviiiiiiiceciiiiciccccee e 324

14.4. CONfIQUIE SEDS.......ccc ittt e e ree e 329
LA.4. L. LISESEDS ..ottt ettt erme et e 330

14.4.2. OPErationNS ON SEDS.......cciiiiiiiiiiiiiiiireeiie e eneerr e e e e e e ennbeeee s 332

14.5. CONfIQUIE SED POOIS......ciiiiiiiiiiiiiite et e e e e eeereeeeeeens 336
14.5.1. Create an SED POQL........ccciiiiiiiiiiiiieeeiii e 336

14.5.2. LISt SED POOIS........cuiiiiiiiiiiieiieeetie ettt 342

14.5.3. Operations on SED POOIS...........oooiiiiiiiii e 344

REDUIIA 0N SED POOIS......cuiiiiiiiieiiiiieeei e eees e e e e e s eneseeeeeees 345

Createan SSD Cache P00l 0N SED POOIS........ccoiiiiiiiiiereniiiieeeeee e 345

Data Backup on Encrypted VOIUMES..........cooiiiiiiiiieemniiieeeee e ee e 345

14.6. CONFIQUIE ISE DIIVES.....eiiiiiiiiiiiiiiiie e ieeet ettt eree et e e e e et e e s eeereeeeeeens 346
14.6.1. LISt ISE DFIVES....cciutiiieeiiiiiie e eeeetie ettt emmee st e e e e e e nbb e s 346

14.6.2. Operations 0N ISE DIIVES........ccoiiiiiiiiiiii e eeeee e 348

15, TroubIESNOOLING. ... .o s 351
15.1. Fault Isolation Methodology.............ccuiiiiiiiiiceiiiii 351
T I I = 7= 1S (o (=] o 1< TR 351

ST R (o o o 11 T N 1 TR 352

ST I T B 1 = To | [ 1S3 1 [ =] o P 352

15.2. REDUII. ..ottt e e e e e e e e bt e e e e nab e e e 352

15.3.  VOIUME RESIOTALION.. .. .eeiiiieeiiiiiiititieeeti ettt e et e eeer e e e e e e e e e st e e eeers e e e e eeeas 355
153.1. Configure Volume ReSIOratioN. .........cuuiieeiiiiiiiireeiiiiiiiee e eeeaeeee e 357

16. Support and Other RESOUICTES. ... ..ccovuiiiii e e eeeeii e e e et e e e e e et e e e e eara e 358
16.1. Getting TeChNICAl SUPPOIL.....cciiiieiiiii et rmmn s 358

G2 @ o111 TR @I WI=1 0T T= g U1 o] o o] o 360

16.3. Accessing Product UPAtes..........ccoooiiiiiiiiiiee e eeeeeeeeeeeeeeeeee e 364

16.4. Documentation FEedDACK........... .. e 365

Y 0 1] 0 | P 366
Glossary and ACIONYIM LiST.....ccooiiiiiiiie oottt reee e e e e e e e eeaeeeaaeaaeeaaeeaaaesnneennnnnnns 366
End-User License AQreement (EULA).........ooiiiiiiiiiiiieeiiiii e eeesin e 369

viii  © Copyright 208 QSAN Technology, Inc. All RighReserved



QSAN

Figures

Figure 11 SANOS System ArChItECIULE. ... ..uueeiiiiiiimmr e e 1
Figure 12 SANOS System Architecture with Single ControlEmnfiguration.........................ccceees 2
Figure 13 SANOS Storage Pool ArChItECIUIE. ........cooii e 3
Figure 14 SANOS 4.0 DESKIOP PANEL.......uiiiiiiiiiiiieee e e 4
Figure 21 [DIUE=Y T olo] gl i o] | [=T g o] o o] (o] | AP PP PP PPPPPR 17
Figure 31 QFINAET ULIHITY....ceeeeeieee ettt erer e e e e e e e ener e e e e e e e e e e e e 32
Figure 32 Login Page Of WED Ul......eeiieie et te e e s s e e e e e e e e e e e eeeereenaene 33
Figure 33 Initial Configuration StEP L.......cccoiiiiiiii e e e e e e e e e e e e e e e e e e e e e e e e 34
Figure 34 Initial Configuration StEP 2......ccccoiiiiiiii e e e e e e e e e e e e e e e e e e e e e 35
Figure 35 Initial Configuration StEP Q... .ccoiii i e e e e e e e e e e e e e e e 37
Figure 41 LOgINn Page Of WED Ul......ooiiie et e e 38
Figure 42 SANOS 4.0 DESKIOP PANEL.......uiiiiiiiieiiiiieeee e e 39
Figure 43 POrtable USB LCM........uiiiiiiiiiieiiiieeee et m et e e e e e e e s 46
Figure 44 USB LCM SCIEEIM....ceeieiiiieiiitiiitiietieees e e e e e e e e e e e e e e e e e e e e e e s eseeree s ee b s re b ne b b ne e mmme e e e e eeeeeeeas 46
Figure 51 Dashboard FUNCHON SUDMENU........coooiiiii e e 49
Figure 52 DAaShbDOArd.........co oo 49
Figure 53 System Information Block in the Dashboard.............cccoooiiiiiccieee . 50
Figure 54 System Information POPUP WINAOMW...........uuiiiiiiiiiiiiemee e eeeesse e 51
Figure 55 System View Block in the Dashboard............cccccceiiiiiiccciiiiiiieeeeeeeeeee e 52
Figure 56 Pool Information POPUP WINGOM ..........ocuiiiiiiiiii et 53
Figure 57 Performance Block in the Dashboard...............ccoiiirciiiiiiie e 55
Figure 58 Event Logs in the DashDOAIM. ...........cooiiiiiiiiieeeii e 56
Figure 59 Hardware Monitoring FUNCLION SUDMENLL..........ccooiiiiiiiiireriiii e 57
Figure 510  Hardware MONITOMING. ... ...uuuuuiiiiieeeiisimeeeee e e eeeeeeeeeeeeeeesaseeese e s e e e e eeaaaeaaeeaaeeeeeenesrersrnnes 57
Figure 511  Head Unit POPUP WINAOW.......uuuiiiiiiiiiiiiiiiiimmme e e e e eeeeeeee e eeee e s 58
Figure 61 General FUNCoN SUDMENUL............ooiiiiiiiie e 59
Figure 62 (CT=T [T = IS 1T T 60
Figure 63 Management Port FUNCLION SUDMENU............ouiiiiiiiiice e 61
Figure 64 Management POIt SETHNGS. ......cooiiiiiiiii et e e eeemees 62
Figure 65 Power Settings FUNCLION SUDMENU..........cooiiiiiiiiiieeniiiie e e 64
Figure 66 BOOt MaNagemeENt SELHNGS. .. .uueeiiiie i iiiiiiieee et e et eee e a e e e e e sebeeeens 64
Figure 67 L0 Tod 1= (o T = o PP 66
Figure 68 UPS Status and SetliNgS .. cooooeieei oottt rr e e e e e e e e e e e e e e eeaaeeeeeamenennees 68
Figure 69 Notifications FUNCHION SUDMENUL........ .. 70
T 1T KO T = 0 b= V] ST = 1] o L= 71
Lo U R N [T ¢ AT = 1] 0 YOS PPPPPPRTPP 12
FIQUre 812  SNMP SeIINGS.....cuitieiiiiiiieeee e ieeer ettt e e e s e e e e e e e e e e s s e e e sebb b e e eeaaeeas 74
Figure 613  Maintenance FUNCION SUDMENULL...........uuiiiiiiiiiiiee e 16
Figure 614  System INfOrMAatiON..........c.ooiiiiiiiiiii e eeeee e e e e siinnneee e e e s smmeeeeeeeennnnd

Contents iX



QSAN

Figure 615
Figure 616
Figure 617
Figure 618
Figure 619
Figure 620
Figure 621
Figure 622
Figure 623
Figure 71
Figure 72
Figure 73
Figure 74
Figure 75
Figure 76
Figure 77
Figure 78
Figure 79
Figure 710
Figure 711
Figure 712
Figure 713
Figure 714
Figure 715
Figure 716
Figure 717
Figure 718
Figure 719
Figure 720
Figure 721
Figure 722
Figure 723
Figure 724
Figure 81
Figure 82
Figure 83
Figure 84
Figure 85
Figure 86
Figure 87
Figure 88
Figure 89

FIrMWAare UPAALE..... ...ttt eees s e e s e e e e e e e e e e e e e e e e e e e e emnnssseeeneennnnes 79
ENADIE LICENSES. .. .eiiiiiiiiiiiiiiiiiet ettt eret et e e e e e e s st sennree e e e e e e e e e e aans 80
Both Firmware Versions are SYNChronized.............coevvviiiiicce i vceee e 81
Turn on the UID (Unique ldentifier) LED..........ccouiiiiiiiiiiieeee e 82
RESEL 10 DEAUILS.... ..o aare e e e e e e e e e e e e eeas 83
ConfIgQuration BaCKUP. .......cuiiiiiiiiiitteee ettt rene e e eeenns s 85
REDOOt aNd SNULAOWN.......ccoiiiiiiiiie ittt ssmme e e e e 85
[T 0T o] @] o] 1o ] o 1< Ut 86
Disk Encryption FUNCLION SUDMENU...........ooiiiiiiiiiiiieeeice e 86
Overview FUNCHION SUDMENU.......ccooiiiiiiiiiiiii ettt eeeees 89
HOSE POIT OVEIVIEW. ....ceiiiiiiiiiiiiiiteee ettt ettt e s st eree e e e e e e e s s st e e e e s snmreeaaeeee s 90
ISCSI Ports FUNCLION SUDMENU.........coiiiiiiiiiiiieieeee e e e eeeeeeeeenaeenne Q2
IS A IS O8] B o ] 1 £ 7R 92
ISCSI IP AdAress SEtlNGS.....ccuuvieiiiiieeeeee ettt e e rmmee s e e e e nneas 93
Set LINKAGGrEGALION. ...ttt emmme e e e e e e e rmmne e 94
1= B I Y N 1 RS PPT TR 95
Set JUMDO Frame ... e e e e mnee st 95
PING HOSL ...t a e e e e e e e aaaaaaas 96
Entity Name and iSNS SettingS........coovviiiiiiiiiiieeei e 97
5] 080 I =T o 1= = ST PTTT PP PPPPPPPR 98
Authentication MethOd..........cooiiiiiii e e e e e e e e e e e e e e e e e e eeenreennes 99
Change Target NAIME...........uiiiiiiiiee et rmme e e e e e e e e smmne e 100
Change NetWOrk POIAL...........eeiiiiiiiiiiicee e rmeee e 100
Change AlIAS..........oooiii et a e 101
Create 8 CHAP USEL.... oot 102
[ O o 1Y U ] £ PSPPI 103
oo L1 VA= WO o VAN o U Y 103
ACLIVE SESSIONS....ciiiiiiieiiiiiiiietttterer e e et e e e e e e e e e e e e e e e e e e e eeaaeeeaeeaneaanasnnns s mmmreeeeeeeeeeeeees 104
Fibre Channel Ports FUNCLION SUDMENLL...........uviiiiiiiiiiinre e 105
List Fibre Channel POIS.........uuuuiiiiiiiiiiiimnee et eeese e 105
Change LinK SPEEA..........uiiiiiiiiiee et 106
Change TOPOIOGY.......ccooeiiiie e e e e e e e e e e e e e e e e aaeeeeeseeneassanananans 106
Target CONfIQUIALION. ........uiiiieiii et e e e e e e e e e e e e e e e e e e e e e e e e eeenrenaaeees 108
Data Block Distributed of RAID SEE..........ccoiiiiiiiiiiiieeiiieiieee e essivesnesssneeeeee e 117
DiSK 2 08 FAIlEA. ......eeuiiiiiiiii e 117
Empty Blocks are Rebuilt from the Failed Disk DiVE............cccooiiiiiiecce i 118
Data iS COPIEA DACK........uuiiiiiiiiiii e 118
Data Block Distributed of RAID BOEE..........ccccooiiiiiiiiee i eeen e 119
Storage Architecture of ThidRrovisioning PoQl............cccuvvviiiiiiieeceeee e 121
Volume in Storage ArChItECIULE. .......ciiiii it ieeeii e e e 122
LUM Mappings in Storage ArchiteCture.............oooiiiiiiiii e 125
[ (0] B 0 I= T =1 S PR O PP UPT SR TPUPPPPPINt 126

X © Copyright 208 QSAN Technology, Inc. All RighReserved



Figure 810
Figure 811
Figure 812
Figure 813
Figure 814
Figure 815
Figure 816
Figure 817
Figure 818
Figure 819
Figure 820
Figure 821
Figure 822
Figure 823
Figure 824
Figure 825
Figure 826
Figure 827
Figure 828
Figure 829
Figure 830
Figure 831
Figure 832
Figure 833
Figure 834
Figure 835
Figure 836
Figure 837
Figure 838
Figure 839
Figure 840
Figure 841
Figure 842
Figure 843
Figure 844
Figure 845
Figure 846
Figure 847
Figure 848
Figure 849
Figure 850
Figure 851

QSAN

Disks FUNCLION SUDMENUL.......coiiiiiiiiii e enees 127
[ I ] T PP PPPPRPPPN 128
Disk Health CheCK...........ooooeiiee e eeeen e 130
Set DedICAIEA SPAYE.....uueiiiiiieiii it rre e e e e e e 131
Update DiSK FirMWAIE...........uiiiiiiiiie e iiicee ettt me e e e e e e ne e 131
More Information Of DISK DIiVE........ccoooiiiii e 133
S.M.A.R.T. Attributes Of DISK DIIVE........cutiiiiiiiiiiiiiiieeeiiiieiiee et eeessser e 134
S.M.A.R.T. ANDULES OFf SSD....coiiiiiiiiiiiiiii e 135
1] S L= 1] o =S 136
POOIS FUNCHION SUDMENLL. .....eiiiiiiiiiiii et eeea e e eenees 136
Create a Thick Provision Pool Step.L.........coooiiiiiii i eeee e 137
Create a Thick Provision POOI StER.2........cccuiiiiiiiiiieeeeeee e 138
Create a Thick Provision POOI StER.3........cciiiiiiiiicceee e 139
Create a Thick Provision POOI StER.4.........ccuiiiiiiiiiiieeeeee e 140
Create @ hick Provision POOI StEP.S.....ccoiiiiiiiiiiiiiccee e 141
A Thick Provisioning Pool is Created..................oo oo reeeiicccee e 141
List Thick Provisioning POOIS.............oooiiiiiii e 142
Change DisK Properties.......cccoiiii i mmme e e e e e e e e e e e e e e e e e e e e e e e e eeeeaaes 145
Transfer Thick Provisioning Pool to Auto Tiering.......ccccccvvvvveviviieeeeei e, 146
Migrate a Disk Group in a Thick Provisioning PQal.............cccccooiiiiicceiiiiiiiiiieeee 147
RAID IMIQEALION. .....eeiiiiieeiiiiiitee ettt e e et eeeemr e e e e e e e e e e e e e e e e emme e e e e e e e e anne 147
Migrate RAID LEVEI STEP L....ocoeiiiiiiiiiii ittt ens 148
Add a Disk Group in a Thick Provisioning POOL.............ccccoiiiiiccoiiiiiiieeee e 150
Add a Disk Group to a Thick Provisioning PQaQl.............ccccevviivieeeiiiiii e 151
A Disk Group iS AAUEM..........uuuiiiiiiiiiiiiemee e e e e 152
POOIS FUNCHION SUDMENILL. .....eiiiiiie e eeeee e eeee e e e e e e s e enneeeeenees 152
Create a Volume in Thick Provisionifpol Step L............ccooiiiincee, 153
Create a Volume in Thick Provisioning Pool Step.2..........cccciviiiiiiceeiiiiieeeee 154
Create a Volume in Thick Provisioning Pool Step.3..........ccciiiiiiiiceeeeeeee 155
A Volume in Thick Provisioning Pool is Created and Initializing.................cccvvieenee 155
IS Y] U0 T ST 156
(I oTor= 1N @ [o] a1 o L@ o] 1 0] o =TT 158
Map a LUN Of ISCSI CONNECHVILY.......cccoeeiiii e mene e e e e e e 158
L LT 0= o T L0 N 159
Set SNAPSNOL SPACE. .. ..o e 159
(@1 g=T: 11N o Tox= 1IN O (o o = TSR 160
Change Volume Properti@S..........eeiii oo iiiieree e eee e 161
VEIITY PAITEY ..ceiiiieeee ettt ee ettt e e e e e e e s s me et e e e e eeas 161
EXteNnd VOIUME CAPACITY.......uueiriieeiiiiiiiiireeitiieee e e e e e e s s eeessb e e e e e e e e e s s annbeesenees 162
Enable Fast RAID Rebuild When Creating a Volume............cccccevviiieeeeeeeeeniiiiee 164
P0O0IS FUNCHION SUDMENLL......ooiiiii et eeeeneeas 165
Map a LUN Of ISCSI CONNECHVILY......cceeieeeeie e mmme e e e e e e e e e e e e e 165
Contents

Xi



QSAN

Figure 852
Figure 853
Figure 91
Figure 92
Figure 93
Figure 94
Figure 95
Figure 96
Figure 97
Figure 98
Figure 99
Figure 910
Figure 911
Figure 912
Figure 913
Figure 914
Figure 915
Figure 916
Figure 917
Figure 918
Figure 919
Figure 920
Figure 921
Figure 922
Figure 923
Figure 101
Figure 162
Figure 103
Figure 104
Figure 105
Figure 106
Figure 107
Figure 168
Figure 109
Figure 1010
Figure 1011
Figure 1012
Figure 1013
Figure 1014
Figure 1015
Figure 1016
Figure10-17

Map a LUN Of FC CONNECHIVItY........cceeie e mmmr e 167
IS LUV =T o] 71 T 1 PP 167
Traditional ThiCK ProviSIONING........c.uuuiiiiiiiieeiisieee e mene e 170
THIN ProVISIONING ... e e e e e e e e 171
Benefits of Thin ProViSIONING...........ocuviiiiiiiiie e 171
Storage Architecture of ThiRrovisioning POQl..............cooiiiimmnie e 172
POOIS FUNCHION SUDMENLL. .....eiiiiiiiiiiiiieee e e e enees 174
Create a Thin Provisioning PoOl Step. L. e 175
Create a'hin Provisioning POOI STEP.2..........ccooiiiiiiii e 176
Create a Thin Provisioning POOI StER.3.........coooiiiiii e 177
Create a Thin Provisioning POOI StER.4..........cooooiiiiii e 178
Create a Thin Provisioning POOI STER.5.........ooiiiiiiiiiiceeeeeee e 179
A Thin Provisioning POOI IS Cr&@d.............cccuiiiiiiiiiiieeeeeeee e 179
List Thin Provisioning POOIS..........coiiiiiiiiiiiieee e e 180
Change Thin Provisioning POICY...........ooiiuiiiiiiii e 183
Transfer Thin Provisioning Pool to AUtO Ti€ring........cccooeeiiiii i 184
oA 1= g €T (o 11 o TP 185
Add a Disk Group in a Thin Provisioning Paal...................co oo 186
Add a Disk Group to a Thin Provisioning PQQl.................cooiiiiceeviiiiieeiveves 187
A DiSK Group IS AAEM...........uiiiiiiiiiee et eeee e e e e e 188
Create a Volume iifhin Provisioning Pool Step.d.........ccccuvvviiiiiiiicce e 189
Create a Volume in Thin Provisioning Pool Step.2.........c.ccccoivieiiiiccc e 190
Create a Volume in Thin Provisioning Pool Step.3........cccccviviiiiiicce e 191
A Volume in Thin Provisioning Pool is Created............cccovvvvvvivieeeeeiiie e 191
Change VOolIUME PrOPEEB..........uuuuuuiiiiiiiiiimmmre e e e ettt e e eees s s s a s s e e e e e e e e e e e e e e e e anns 192
SSD Read and Wrte CaChB..........oooiiiiiiie e 195
Storage Architecture of SSD Cache PQQl..............c.ooo e 197
The Relationship between SSD Cache Pool and Storage.Pool.................coeeeiveeeee. 199
SSD Read Cache With NRAID........cciiviiiiiiiiieiiieeeie e e e e eeeeeeaeveeenneennneeenes 200
SSD Reagdnrite Cache With NRAIDL+ ...........vviiiiiiiiiiiiieiirree e eeeeeeeeeeeeeeeeeeeesssenenneennes 201
Read Data with Cache MISS...........oooii i 202
Read Data With Cache Hit............oeeiiiiiiii e 203
Write Data in SSD Read CaCh..........ooviiiiiiiiieeeee e 204
Write Data in SSD Readrite Cache............coviiiiiiiiiiiieeeicciiee e 204
SSD Cache FUNCtion SUDMENU.........cooiiiiii e e 208
Enable SSD CaCHECENSE. ........covviiiieeeiieeeeee et 209
Create an SSD Cache POOI STER.L.........uuiiiiiiiiie i 209
Create an SSD Cache POOI STER.2.........uuuiiiiiiiii i 210
Create arBSD Cache PoOl STEP.3. ..o 211
An SSD Cache P00l is Created...........ccuvvviiiiiiieeeieee e 211
Another SSD Cache Pool is Created.............oooo e 212
LiSt SSD CaChe POOIS.......uuuiii e e 213

xii  © Copyright 208 QSAN Technology, Inc. All RighReserved



Figure 1018
Figure 1019
Figure 1620
Figure 1621
Figure 111
Figure 112
Figure 113
Figure 114
Figure 115
Figure 116
Figure 117
Figure 118
Figure 119
Figure 1110
Figure 1111
Figure 1112
Figure 1113
Figure 1114
Figure 1115
Figure 1116
Figure 1117
Figure 1118
Figure 1119
Figure 1120
Figure 1121
Figure 1122
Figure 1123
Figure 1124
Figure 1125
Figure 1126
Figure 1127
Figure 1128
Figure 1129
Figure 1130
Figure 1131
Figure 1132
Figure 1133
Figure 1134
Figure 121
Figure 122
Figure 123
Figure 124

QSAN

Add / Remove SSDs from the SSD Cache RQQl...........cccvvvviiieeciiiiiiiiee e 216
Add SSDs into the SSD Cache POOL.............ccuiiiiiiieeeiiiiiee e 217
SSD Cache FUNCLION SUDMENU........coooiiiiii e e e e e e e e e e e e e e ee e 218
SSD CaAChe SEALISHICS ... uuuvueeiiiiiiiiiiitiimrre e e e e e e e e e e e e e e e e e e e e e e e eeeeree e mmme e e eee s 219
AULO TIENNG POOL....cci i 222
3 LeVvels Of TIered StOTaQE.......coui it eeeee et e e erer e e e e e e e e e e eman 223
Flexible RAID and Disk Configurations................ccoooviiiieeeice e 224
Storage Architecture of Auto Tiering POOL..........uuiiiviiiiiiiine e, 225
F N | o T [T g T T =] (o Tot= 1 a 228
POOIS FUNCHION SUDMENLL. .....eiiiiiiiiiiii et eeea e e eenees 230
Enable AUO TIErnNg LICENSE.......vviiiiiiiiiiiiiireee e eeee e 231
Create an Auto Tiering P00l STEP.L......cooiiiiiiiiiiii e 232
Create an Auto Tiering POOI STEP.2......cooi i 233
Create an Auto Tiering POOl STEP 3. ..o 234
Create arAuto Tiering POOl STEP 4......ooooeiiiiiiiiieei e 235
Create an Auto Tiering Pool Wizard Step.5..........coooiiiiiiiiic e, 236
An Auto Tiering Pool is Created..........c.oovvviiiiiiiiiieei e 236
List AULO TIEerNg POOIS.........coooi e eee e 237
AUt Tiering POO0IS aNd STAtUS.........uuuuuuiiiiiiiime e e eer e 240
Relocation SChEAULE...........coviiieiiieeeeeee e e e e 241
=] (o To%= 11N A\ o .Y PP 242
Add a Disk Group in an Auto Tiering PQQl.............ccooiiiiimmmniiiiieee e 243
AT DiISK GIOUP. ..ciiieeiiiiiiiteie et eeet et e e e e ettt e e emmt e e e e e e e s sttt e e e e s emmmr e e e e e e e e annes 244
Hot Spares in Auto Tiering PQQl..............ooooiiiiicc e 245
Create a Volume of Auto Tiering PoBtep 1. e 246
Create a Volume of Auto Tiering PoOl StEP.2...........ooooiiiiiiiiicecicc e 247
Create a Volume of Auto Tiering Pool Step.3.........ooooiiiiiiii e 248
A Volume in Auto Tiering Pool iS Created............ccccoviiiiimmminiiiiieiec e e 248
Change Volume Properti@S..........eeiiiiiiiiieees et eee e 250
Block Map of Thick Provisioning Pool Transferrit@Auto Tiering..........ccccccceeeeviinnees 250
Block Map of Thin Provisioning Pool Transferring to Auto Tiering............cc.oeevvvee. 251
Transfer Thick Provisioning Pool to Auto Tiering Step.L...........c.ocoeeeiiiiceciiniiiiinnns 251
Transfer Thick Provisioning Pool to Auto Tiering Step.2...........cooooeeeeeiececiiiniinnnnns 252
Transfer Thick Provisioning Pool to Auto Tiering Step.3............oooooeieiiicccciiiniiniiinns 253
Transfer Thin Provisioning Pool to Auto Tiering Step.l.......cccccooooiiiiiiiccneeeeeeeeeeeeee 254
Transfer Thin Provisioning Pool to Auto Tiering Step.2........ccooooiiviiiiieesiieeeeeee e 255
Transfer Thin Provisioning Pool to Auto Tiering Step.3.......ccoooviiiiiiiieeeieeeeeee e 256
SSD Cache VS. AULO TIEIIMG.......iiiiiiiieiiiiee e eee et e e e e e e e e e e e as 257
COpPY-OrFWIIte TECHNOIOGY. ... .eeiiiiiieiiiiiiiii e 259
Volume Shadow Copy Services WOrkflOW. ........cccoooieeiiiiiiiccceeiieeeeeeeeeeeeeeeeeeeen 260
Snapshot FUNCHON SUDMENLUL........ e 261
Set SNAPSNOL SPACE. .. ..o e as 261

Contents Xiii



QSAN

Figure 125

Figure 126

Figure 127

Figure 128

Figure 129

Figure 1210
Figure 1211
Figure 1212
Figure 1213
Figure 1214
Figure 1215
Figure 1216
Figure 1217
Figure 1218
Figure 1219
Figure 1220
Figure 1221
Figure 1222
Figure 1223
Figure 1224
Figure 1225
Figure 1226
Figure 1227
Figure 1228
Figure 1229
Figure 1230
Figure 1231
Figure 1232
Figure 1233
Figure 1234
Figure 1235
Figure 1236
Figure 1237
Figure 1238
Figure 1239
Figure 1240
Figure 1241
Figure 1242
Figure 1243
Figure 1244
Figure 1245
Figure 1246

TaKe SNAPSNAL.......eeiic e e 262
LISt SNAPSNOLS......ciiiiiiiiiiieeeeeee et ————— e e e e e aaaaa s 262
LISt SNAPSNOLS. .....eiiiiieiiii e e e e e seenr e e e e e e e e 263
Set Writable Snapshot Capacity to EXpose SnapshoL...........ccccooviiceniiiiciiiiieeneeenn. 264
SChedule SNAPSNOLS.........uuiiiiiiieee e e 266
HOSE data /O ROULE.......uiiiiiiiiiiiiiiiitiemie e s e e e e 268
Local CloNe Diagram..........cooeeei i i meme e e e e e e e e e e e e e e e e e e e e e e e e enaeaaaans 270
[0 Tor= L @ 0] Lo TS =] o PP 270
ROIIDACK LOCAI CIONE......cciiiiiiiiiiiieiie et 272
Create Target VOIUME. ... rrre e e e e e e e e e e e e e e e e e e e e e e e anenreannes 273
List Source and Target Volumes for Local Clone..............c.oo oo rreeeis 273
(O g=T: 1N o Lo | IO (o] o = T 274
List Source and Target VOIUMES........ccoiiiiiiiiiiiieeeie e 274
Schedule LOCal ClONE........coooie i mrre e e e e e e e e eaeeeaaeeeaeeeeanansennnes 275
Local CloNing OPLIONS. ......c..uuiiiiiiiiee e imee ettt e e e e s e ime e r e e e e e e s s e asnneanne 276
Remote Replication DIiagraml............uuuuuriiiiiiimrmreeeeeeeeeeeeeeeeeaeeeaesesesiesseennennnnnnnna——.. 277
Local Clone Transfers to Remote Replicatian..........ccccoooviiiiicreeiiieeveeeeeeeveee e eeen, 278
OnenDirectional Remote Replication.................ooooiiiiireciii e 279
Bi-Directional Remote RepliCation............coooeiiii i ceeeeee e 279
Oneto-Many Remote RepliCAtiQN.........c..uuiiiiiiiiei e 280
Many-to OneRemOote REPIICALION. ..........uuiiiiiiiiiiiieeee e 280
Many-to Many Remote RepliCatiON..............uuviiiiiiiiieeeee e 281
Remote RepliCAtioN SEPS......ccoiiiiiiiiiii ittt 282
Snapshot FUNCHION SUDMENU........uuuiiiiiici e 282
Example of Creating a Remote Replication TasK..........cccccvviiiimmmeeeeeeeeeeeeeeceeeceeee, 283
Create Target Volume iN SItE.B..........uiiiiiiiiiiiiiieee e ceee s 284
List Target VoIUME iN SItE Bi.........cvviiiiiiiiiiiiiiiiiee e eeeet e 284
Create a Remote Replication Task STEP.L.......ccccuiiiiiiiiieeeiieee e 285
Create a Remote Replication Task STEP.2.......ccccuuiiiiiiiiieeeiieee e 286
Create a Remote Replication Task STEP.3......cccciiiiiiiiiiieeeieeee e 287
Create a Remote Replication Task SIEP.4.......cccuuiiiiiiiiieeeiieee e 288
Remote Replication Task is Created..............oooviiiiiieeciiiicccccccee e 288
Shaping Setting ConfiguratiQn...............cooiiiiiiieeeiiieecec e 290
Set Traffic ShaPING.........coooiiii e e 291
Schedule Remote RepliCAtION. .........oiw e 292
REPICAION OPLIONS ....eiiiiiiiiiiiiiite et ereee e e e e e s e e e eeereeeeeeeas 292
Remote Replication MPIO Diagram..........ccoueeiiiiiiiimemiiiiieieeee e esiseessiiivneeee e 294
Remote Replication Source Controller Fail Diagram...........ccccccovvviiemniiiciiiiiieeeeeenn 294
Remote Replication Target Controller Fail Diagram............ccccceeiviccceeeiiiiiiiiieeeenn. 294
Add Multipath in Remote Replication SteR.L........ccoiviiiiiiiiiimeeiiieeeee e 296
Add Multipath in Remote Replication Step.2.......ccooviiiiiiiiii e 297
Add Multipath in Remote Replication Step.3......ccooiiiiiiiii e 298

xiv  © Copyright 208 QSAN Technology, Inc. All RighReserved



Figure 1247
Figure 1248
Figure 1249
Figure 1250
Figure 1251
Figure 1252
Figure 1253
Figure 1254
Figure 1255
Figure 1256
Figure 1257
Figure 131
Figure 132
Figure 133
Figure 134
Figure 135
Figure 136
Figure 137
Figure 138
Figure 139
Figure 1310
Figure 1311
Figure 1312
Figure 141
Figure 142
Figure 143
Figure 144
Figure 145
Figure 146
Figure 147
Figure 148
Figure 149
Figure 1410
Figure 1411
Figure 1412
Figure 1413
Figure 1414
Figure 1415
Figure 1416
Figure 1417
Figure 1418
Figure 1419

QSAN

List Multipath in Remote Replication Task.............cccoo e 298
Add Path CONNECHIOMN.....cciiiiiiiiiitiie ittt errr e e e e e e sennreeeeeas 300
List Multiple Connections in Remote Replicatidask Path...............ccccoiiiimemniinnee. 300
Delete Path CONNECHIAN. .......ccoiii i rnee e e e e e e e e e e e e e e e e eeeeeeeeenennnes 301
Local Clone Transfers to Remote Replication Diagram..............ccceevveeeeeeeeeeenniinnns 302
List Source and Target Volumes for Local Clone..............oocviiiieeciiiiieeieee e 303
Rebuild Clone Relationship Step.L.......ccoooiiiiiiii e eree e 304
Rebuild Clone Relationship SteP.2......ccooooiiiiiii e eree e 305
Rebuild Clone Relationship Step.3.......ccooiiiiiiii e eree e 306
Rebuild Clone Relationship Step.4.......ccoooii oo eree e 307
Remote Replication Task is Created..............oooviiiiiieeciiiiiccccce e 307
Log CenteFuNnCtion SUDMENLL..........iiiiiiiie e e 308
Y=o 1 o o L TP TT PP 308
DOWNIOAd EVENE LOGS... ..ottt mmee e e e e e e e eenee 309
Enclosure FUNCHION SUDMENU...........ooiiiiiii e 310
Hardware MONITOMING. ... ..uuuuuieeiiiiiiiimmmre e e e e e e e e e eeee s e e s e e s e s s e e ee s 311
ENADIE SES... .. 313
SES SEAIUS. .. .uutttiiiiiie e e e e e er ettt e e e e e e e e s s e e e e e e e e e e e e e b b annnrr bt e e e e eeeeeeeannnnnes 313
Performance FUNCLioN SUDMENU...........oooiiiiiiiii e 314
Disk Performance MONITOIING. ........uuuriiiiieaiiieemeei e e ree e e e e 315
SeleCt VOIUMES 10 MONITOL.......uuuiiieiiiiiicmr et eerees s e e e e e e e e e e e e e e e aeeeeeann 316
Volume Performance MONITOMING........uuuuiiiiiieeiiiiiieee et eene s 316
ISCSI Performance MONITOMNNG .........cc.uvuiiiiiieiee it rmmme e 317
SED OpPEration PrOCESS......c.ocvviiiiiiieiiiiieiet ettt mnme e 321
1] o Y=o o1 o] [0 o 1Y 20 323
Disk Encryption Function SUbMENU...............oooiiiii e 324
Authentication Key is Disabled................ooo e 324
Enable AUthentiCation KEY..........uuiiiiiiiiiiieee e e e 325
Authentication Key isS Enabled............ccuuiiiiiiiiieee e 326
EXPOrt AUtNENTICAION KEY........uuiiiiiieiiiiiitieee e e e e e e 327
Change AUThentiCation KBY.........ccuiiiiiiiiiiiieeeiiii e e 328
Disable AUthentiCation K&Y...........cooi i mmmr e e e e e e e 329
Disk Encryption Function SUbmMeNU................ooiiiiieecicccc e 330
IS A = I PP PPPERPRP 330
L= TSI = I LR 332
INItIAtE SED RESUILS......cceiiiiiieiiiieiiieeee e ereet e e e 333
LIST SEDS . .ciiiiiiiieieiee ettt eee ettt ettt e e et e e ——————aaaaaaaaaaaaataaaaaees 333
UNIOCK SEDS .....utiiiiiiiiiiiiiiiieiiiemes e e e eeeeaeeeaaaeaaaaaaaessaaasanesnsennnesnanssnne s mmnreseeeeeeeeeeeeeees 334
ErASE SE DS ... ittt ettt et e e e arrr 335
Erase SED DY PSID.......ooiiiiiiiiiiii ettt eer e 336
P0O0IS FUNCHION SUDMENLL......ooiiiii et eeeeneeas 336
Create an SED POOI STEP.L......uuiiiiie ettt 337

Contents Xv



QSAN

Figure 1420
Figure 1421
Figure 1422
Figure 1423
Figure 1424
Figure 1425
Figure 1426
Figure 1427
Figure 1428
Figure 1429
Figure 151
Figure 161
Figure 162
Figure 163
Figure 164
Figure 165

Create an SED POOI StEP.2......uuiiiiiiiiiiiiimmmr ettt te e e a e 338
Create an SED POOI StEP.3.....uuiiiiiiciiciimmmr e e e 339
Create an SED P00l StEP.4.......oiiiiiiiiieieeeee e e 340
Create an SED P00l StEP.5.......uiiiiiiiieiiiierrr e 341
AN SED P00l IS Created..........uuiiiiiiiiiiiiiimme et 341
LIST SED POOIS ... oot reee e e e e e e e e e e e e e e e e e e e e e e e e eneern i nnnnn 342
Disks FUNCLION SUDMENUL.......coiiiiiiiiiiieeeiiie e enees 346
LiSt SEDS aNd ISE DIIVES.......ccoiiiiiiiiiiiiit ettt 346
INStant Erase ISE AriVES.........ccuiiiiiiiiii et 349
INStANT Erase RESUILS........uuiiiiiiiiiii oot meee e e e mees s 349
VOIUME RESTOTALION. ......iiiiiiiiiiiiie ettt srmme et e e e e e s s rmmne e e e 356
Download Service Package in the SANOS.UL.........cccoiiiiiiiiieeeieeee e 359
Appearance of 8 Console CabIe..........ooiiiiiiiiee e 360
Connect the CoNnSOle Cable...........uuuueiire e eereer e e e e e e e e aaan 360
The Procedures of Setup Sefinsole by HyperTerminal............cccccvviiiiiieeeinneeennn. 362
The Procedures of Setup Serial Console by PUTTY.......ccccccviiiiiimmmeeeeeieeeeeeeeeeeee, 364

xvi  © Copyright 208 QSAN Technology, Inc. All RighReserved



Tables

Table 21 Configuration WOIKSNEEL............uuiiiiiiiiiiieee e e 9
Table 22 SYSIEM PAraMEIEIS.....ciiiiiiiiiiiiiiiiiirrer e e e e e e e e e e e et e e et e e e e cree s smmmr e e e e eeeeeees 21
Table 23 Configuration Worksheet EXamPIe.........oooo e 24
Table 41 SANOS 4.0 FUNCHON MENUS.....uuiiiiiiiiiiieimme ettt eeeennnss s sae e s s e e e a e e e e e e e n e e 40
Table 42 L0 1] = IV, U o e I 46
Table 43 USB LCM MENU HIEIAICNY ......cciiiiiiiiiiiiiiiee ettt e e e e e 47
Table 51 System Information BIOCK DeSCIIPLIONS.........iiiiiiiiiei i veeee e 50
Table 52 Storage View BlOCK DESCIIPLONS. .. ..uuuuuueiiiiiiiiiimmmre e ee e eeee s e e 52
Table 53 Volume Column DESCHPLIONS. ... .uuuuuuiiiiiiiiiimmr e e ee e e e e e e e e e e e rrer e e s e e s e e e e e aeaaaaaaaans 3
Table 54 Disk Group Column DESCHPLONS.........cvviiiiiiiiiiiiirrre e ee e eee e e e e e ee e e e e e e e e eeeeeerererrrernnrrannes 54
Table 55 Disk ColUMN DESCIIPHONS.........eitiiiieiieeeee e immee st e e e e e rmmee s r e e e e e e nnnas 54
Table 61 Power Module Column DeSCIIPLIONS. ........ccoiiiiiiiiii et e e 66
Table 62 Flash Module Column DESCHPLIONS .......uuiiiiieeiiiiiiieeeriiire e e e e e eennrrer e eee e 67
Table 63 UPS ColumN DESCIIPLONS. .......euiiiiiiiieeeee et iiee et rmmne s e e e e nneas 68
Table 64 Status in System Information Column DeSCHPLIONS.........cccevvvvvviiiieeee e, 77
Table 71 S G20 I o= 1= 10 1] (=T TR P PR PPPRR 88
Table 72 Fibre Channel ParameterS...........ooiuuiiiiiiiieeeiieee ettt 89
Table 73 Active Sessions Column DesCriptiQnS.............oooiiiiiiiieeciiccccee e 104
Table 81 RAID Level SUMMAAIY L. mmmr e e e e e e e e e e e e e e e e e e aeea 113
Table 82 RAID LeVel SUMMEIY 2.....oiiiiiiiiiiiiiie ettt eeee et e e e e 114
Table 83 RAID EE LeVEl SUMMAIY.......ciiiiiiiiiiiee ettt smeee s e e e e 119
Table 84 Thick Provisioning POOl Parameters...........c.uviiiiiiiieeeieeeeee e 121
Table 85 VOIUMES Par@mMeterS......ccoe e e e e e e e e e e e e e e eannesaaneeeas 123
Table 86 LUN Par@mMeterS....cccoiiiiiiiiiiiieee e et e e e e e e e ettt e e e e e s emme e e e e e s et eeeeeeeesammmeeeeeeannnnes 125
Table 87 Enclosure and Disk Parameters..........c.uuuiiiiiiiiiieecee ettt rmme e 127
Table 88 (D1 Q@] (W Tg T T BT Y03 ¢ 0] 1 T0] o 128
Table 89 [2LoTo] I @Xo] (8 g1 g I B I=TSYot ] o] o] o[- 142
Table 810 Disk Group Column DeSCIIPLIONS .........ocuiiiiiiiiieeeeere e eeemr e e e e 143
Table 811 Disk ColUMN DESCIIPHONS .......uuuiiiiiiiiee e e e ecmee ettt e e e e e imeee st e e e e e e e e e e annes 143
Table 812 Volume Column DESCIIPLIONS........uviiiieeiiiiiiitireeieee et e e e e e s e eebb e e e e e e e e eannes 156
Table 813 LUN Mapping Column DeSCrIPLIONS. ........coiiiiiiiiiieie e 168
Table 91 Thin Provisioning Pool Parameters.............ooooiiiiiieee e 173
Table 92 Thin Provisioning Policies and Default Values...........ccoooii oo 173
Table 93 (edoTo] I @0 ] (8] g g I D=2 ot ] o)1) L= 180
Table 94 Disk Group Column DeSCIHPLIONS ......ceieiiiiiiiiiiiiiiimeee e e e e e e e e e e e e e e e e e e e e e e e eeeeeeeeeeeeneenneenaes 181
Table 95 Disk ColUMN DESCIIPHONS .......uueiiiiiiiiieeee e icmee ettt e e e e srmeee s e e e e e e e s aaanes 182
Table 96 Thin Provisioning Policy Column DesCriptions. .............eeviiiiiiiicceiiiiiiiiiieeee e 183
Table 101 The Relationship between System Memory and SSD Cache Capacity................... 197
Table 162 SSD CaChe Par@mMEtEIS......ccevvviiiiiiieiiitieeeie et s e e et e e e e e e e e e e e e e e eeeetaae e arrernesnnneeeas 198

Contents xvii



QSAN

Table 163
Table 164
Table 165
Table 106
Table 167
Table 168
Table 111
Table 112
Table 113
Table 114
Table 115
Table 116
Table 117
Table 121
Table 122
Table 123
Table 124
Table 141
Table 142
Table 143
Table 144
Table 145
Table 151
Table 152

I/O Type Table for SSD Read Cache..........coiiiiiiiiiiie ettt eeee e 207
I/O Type Table for SSD Reallirite CacChe........ccccoiiiiiiiii i eeee 208
SSD Cache Pool Column DESCIIPLOMNS.........cciiiiiiiiiiiieerrieee e e s eeeree e 213
SSDS COlUMN DESCIPLONS. ...eeeiiiiieeiiieiiittirees e e e e e enees e e e e e e e s nnnreeens 214
Enabled Volume Column DeSCrPLiONS. ..........cuuuiiiiiiiiiiee e mmee e 214
SSD Cache StatisStiCS DESCHPQANS .......vviiieeeiiiiiiireerit e e e ree e e e 220
AUt Tiering Pool Parameters..........cooooii e meme e e e e e 226
Summary of TieriNG POlICIES.......uuuiiicii e rre s e e e 230
[SLoTo] I @To] (8] g1 g I =TTt ] o) (o] o L 238
Disk Group Column DESCHPLONS.........cuuuviiiiiiiiiiirrrreeeeeeeeeeeeeeeeeeaee e e s seeseenen——.s 238
(1] S @ (U1 T T 1= od o 1 T0] o 239
Pool Tiering Status Column DeSCIPLIONS. ........uuuriiiiieeiiiiee e e e seees i 240
SSD Cache VS. AULO TIEIIMG.......iiiiiiiieiiieeeeeeee e e e e et e e e e e e e e s r e e aeeeas 257
SNAPSNOL PAr@metErS........ooiiiiiiiii e s e 261
Snapshot ColuMN DESCIIPLIOMNS. ... ..uuviieeeeiiiiiiiieeeiti e e e e e rees e e e e e e e e e aaannes 263
Local CloNe ParameterS.......couiiiiiiiiiiiiiieeeieee e ettt e e s s e e e e e e s smmme s 271
Remote Replication ParametersS...........oevvieiiiiiiiee e eeeen s 283
(D1 Q@] (W Tg gl T BT Y03 ¢ o] 1 T0] o N 330
[2LoTo] I @o] (8] g1 g I B =TTt ] o] o] o LN 342
Disk Group Column DESCIIPLIONS .........ccuiiiiiiiiieeeeere e e e e e e e esmr e e e e e 343
Disk ColUMN DESCIIPONS........uuuiiiiiiiieeeee e imee et e e e e e s srmmee s e e e e e e e e e e snnes 344
Disk ColUMN DESCIIPONS........uuuiiiiiiiieeeee e immee e sttt e e e e immee st r e e e e e e e e e annes 347
RAID REDUIIG. ... ..o e e et emnne e e e e e e e eeaaaaans 354
Volume Restoration Column DesCriptiQns..............ooooiiiiiiiceciice e 356

xviii  © Copyright 208 QSAN Technology, Inc. All RighReserved



QSAN

Preface

About This Manual

This manual provides technical guidaricedesigning and implementingSAN XCubeSAN series
SAN system, and is intended for use by system administrat8A&N designers, storage consultants
or anyonavho has purchased these prodiantd isfamiliar with servers and computer networks,
network administration, storage system installation and configuration, storage area network
management, and relevant protisco

Related Documents

There are related documents which can be downloaded from the website

All XCubeSAN Documents

XCubeSAN QIG (Quick Installation Guide)
XCubeSAN Hardware Owné Manual
XCubeSAN Configuration Worksheet
XCubeSAN SANOS 4.0 Usés Manual
Compatibility Matrix

White Papers

Application Notes

Technical Support

Do you have any questistor need help troubtshooting a problemRleasecontact GGAN Support
we will reply toyou as soon as possible.

Via the Webhttps://gsan.com/support

Via Telefhone: +88&2-77202118 extension 136

(Service hours: 09:3018:00, Monday Friday, UTC+8)

Via SkypeChat, SkypdD: gsan.support

(Servicehours: 09:3@ 02:00, Monday Friday, UTC+8, Summer time: 09:3@1:00)
Via Email: support@gsan.com
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Information, Tip and Caution

This manualuses thdollowing symbols to draw attention to importasafey andoperational

information.
G INFORMATION:
INFORMATION provides useful knowledge, definition, or terminology for
reference.

TIP provides helpful suggestions for performing tasks more effectively.

CAUTION:
CAUTION indicates that failure to take a specified action could result in darn
to thesystem

Conventions

The following table describes the typographic conventions used in this manual.

Conventions Description
Bold Indicates text on a window, othiran the window title, includingmenus,
menu options, buttons, fields, and labels.
Example: Clickthe OK button.
<ltalic> Indicates a variable, which is a placeholder for actual text provigéiae
user or system.
Example: copysourcefile> <targetfile>.
[ ]1square Indicates optional values.
brackets Example: [ a| b ] indicates that you aa@mose a, b, or nothing.
{} braces Indicates required or expected values.
Example: { a | b } indicatethat you must choose either a or b.
| vertical bar Indicates that you have a choice between two or more opti@guments
/ Slash Indicatesall optionsor arguments.
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underline

Indicates thelefault value.
Example: [a| b]
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1. SANOSOverview

SANOS (SAN Operating System)s QSANOGs propr i et aandallo@sAditoo per at
manage, monitoand analyze¢he configuration and performance of yo{€ubeSANseriesSAN

storage systent.his chapter provides an overview of the SANOS functionality and includes a brief
explanation of storage terminolofyr you to be moréamiliar with the storagetechnologies used by

the XCubeSAN system

1.1. Introduction to SANOS

SANOS is equipped with a refreshingly simple to use-etedGUI and easilyis deployable into
any infrastructureBased on the Linux kernel, the-6it in-house develoggd SANOS delivers
compehensive storage functionaliyndis suitable for primary or secondary storageSdtB to
entry-level enterprig businessesl he following sections will introducine SANOS system and
storage pool architecture widmterprisegradestorage features

1.1.1. SANOS System Architecture

SANOS support®ual Active (Active/Active) controller systenarchitecturawith high availability.
Figure 11 shows thesANOSsystemarchitecturevith dual controller

Controller A Controller B
o n_lm =T
—_———— - . S S s S S e . . e ———
HAC (High-Availability Control)

Heartbeat
Cache Mirror
Status / Configuration Synchronization

ote

Replication

o
=

]

@
(o)
=
@
7

Host Interfaces Enabler Host Interfaces Enabler

C2F Module SAS/SATA SAS, NL-5AS
(M.2 Flash + BEM/SuperCap) SSD HDD

Figure 1-1 SANOSSystermArchitecture
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Figure 12 showsthe SANOSsystemarchitecturaewith a singlecontrollerconfiguration The data

path is back and forth betwe#re host interfaces and disk driveis the backplane. The LVM
(Logical Volume Management) is the corehtandlethis dataflow betweerthem. Itprovides a
method of allocating space on massrage devices that is more flexible than conventional
partitioning schemes. In particular, a volume managarconcatenate, stripe together or otherwise
combine partitions into larger virtual ones that administrators caizeéeor move, potentially without
interrupting system us@f course, it may rely othesystem resources manager to arrange the
processotime slot andscheduledasks.

| VSS ' 0ODX | VAAI l Serial Console / CLI m
I MPIO ‘ MCs ' Management Services

Data Services Engine

HAC
(High-Awvailahility Control)

Auto Tiering
Provisioning
SSD Cache
Snapshot
Remote
Replication

System Resources Manager

Compute Cache & C2F
Manager Manager

Host Interfaces Enabler

o,

T

C2F Madule SAS/SATA SAS, NL-SAS
{M.2 Flash + BEM/SuperCap) SSD HDD

Figure 1-2 SANOS System Architecture with Single Contr@ienfiguration

Base on LVM technology, it develops the features of auto tiering, thin provisioning, SSDacache
also data backup functions of snapshot, local clone, and remote replication. Upon LVM, QSOE
(QSAN Storage Optimization Enginevhich we argroudto developincreasesOPSperformance
andoverall systenthroughput. SANOS also suppossveral criticalata services such as MPIO
(Multi-Path 1/0), MC/S (Muliple Connections per Session), Microsoft VSS (Volume Shadow Copy

2 © Copyright 208 QSAN Technology, Inc. All RighReserved
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Service), Microsoft ODX Qffloaded Data TransfgrandVMware VAAI (VMware vSphere Storage
APIsfor Array Integration. In theperiphey, there are management servitkeemorto provide user
interface operations, C2F (Cache to Flash) mechanism includes BBM (Battery Backup Module) /
SCM (SuperCap Module) and M.2 flash module to protect cache data from power siidrézge.

key enterprise sirage features are atigethelin asinglebox.

Under the operation of dual controlleFAC (High Availability Control) module haa heartbeat

mechanism to etect whether the othepntroller isalive. Cache mirrosynchronize the memory

data of both cotrollers including the status and storage configuratidinen one controller fails, the

other controller can seamlessly take over all the tasks of the failed controller thanks to this cache sync.
In addition, 2ro system downtime for the duadntroller ystemtakes placeluringfirmware

upgradingperiod

SANOS StoragePool Architecture

QSAN storage pool supports a variety3dity2.50 SASYNL-SASHDD and2.50 SAS/SATASSD
flashdrives.Figure 13 shows the storagmol architectureSeveral disk drives are combined
together to form didisk groupd with RAID protection. Then several disk groups can be combined to
form a storage pool. A volume (virtual disk) is then created out of the storage pool and served to
application servers oveiteer iISCSI or Fibre Channel connections.

T e wa | I
I

Hosts | Cluster TR T Tl
1

T e )
| | FC FC isCsl
o e - MPIO
==t 4 1 )
1
Mappings ! Local Clone
1= < |
Volumes : / Remote

1 Volume 96 Snapshots — Replication
1
1

Pools 1
1
1

Disk Groups 1 Disk Group 1 Disk Group 2 Disk Group 3 ] Disk Group 32
1
L B e e S S (e | |
" ol
[ faylfay -
[ | T Cmms
) L SAS Drives

Disks h
[ a) j!—w 5 j!@ 5
! Hot Spare Hot Spare Hot Spare
s S iy T
1 SAN System Expansion Enclosure !

Figure1-3 SANOS Storageool Architecture

If the local disk drives are not enou@)SAN expansiorenclosuresncluding disk drives can be
addedo increase storage capacifjnere are host spares standbyif any disk drives in pools fail.
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Base on snapshot technology, the data backup features such as local clone and remote replications are
also provided.

1.1.3. SANOS 4.0 Functionality List

SANOSA4.0providesthe followingfunctionality foradministratormanagement

(@ pasHEcARD Dashboard
Dashboard
Hardwars Monitoring Exie bt e parformance
itom Information
n SYSTEM SETTINGS ® System Throughput System 10PS
System Name XSE5216-D40000
Ganeral Satings
Management Port Model Name XSE216
Motific ations. System imber QW316018010021001
Mainenance Firmware 120

85216
g HoST CoECTIMTY 5 System Centroller Status Dual Gontroller, Actrve-Active

Overview System Health Good
iSCSI Ports

D STORAGE MANAGEMENT More
Disks.
Pools.
Volumes
LUN Mappings Storage View
88D Cache

Event Logs

Disks _ Pools  Vomes LUNs  Snapshows  Local Clones  Remote Rephcations | Type

@ DATABACKUP ® 2 2 1 o [} [ |
Snapshats

Remcte Reglications

information

[ETR1] Virtual disk Vol-1*finished erasing process.
[ETRY] Vit s

[ETRY] virt
[ETR1] RAID group ool has been cre

Click a pool name o show more information informatian
@ VIRTUALIZATION information

Pool Name Health | Total Percentage Used
Vidware information

it CTEECSETTE s

Citrix Pool2 Goad 109278 I |

=
E
information Sun, 18
E
E
E

B MONITORING
Log Center
Enclosures
Perfomance

Figure 1-4 SANOS 4.0 Desktop Panel

System Management
Change system name, date and time.
Chang adminé passwordyses passwordandconfigurelogin options
Configure management IP address, DNS, sardice ports.
Supportboot managemeimcluding auto shutdown, wal@-LAN, and wakeon-SAS.
Support networkJPSvia SNMP,
Monitor cache to flasmemory protectiostatus BBM (Battery Ba&kup Module), SCM (Super
Capacitor Module), and flash module are optiaddons.
Configure alert notifications through emasl/slog serveigr SNMP traps.
Obtainsysteminformationand download service package.
Updatefirmware of headunit or enclosure un(s).
Change operation mode of single or dual controller.
Blink UID (Unique Identifier) LEDdor locaing the storage arrays.
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System reset to defaultpnfiguration backupand volumerestoration for maintenance usage.
System reboot ashutdown.

Host Connectivity
Obtain host connectivity information.
ConfigureiSCSI connectivity with IP address, link aggregation, VLAN (Virtual LAN) ID and
jumbo frame.
Setup entity namandiSNS (Internet Storage Name Service
Configure iSCSI target wit€HAP (ChallengeHandshake Authentication Protopahd mutual
CHAP authentication.
List and disconnect iSCSI sessions.
Configure fibre ©iannel connectivity with link speed and topology.

Storage Management
Support RAID pool with RAID level 0, 1, 3, 5, 6+1, 10, 30, 50, 60andN-way mirror.
Support hick provisioningpool andonline migrateRAID pool.
Support hin provisioningpool with space reclamation
Support 3tier auto tieringwith scheduld relocation.(auto tiering function is optional)
SupportSSD read cache or reagite cache to improve performan¢8SD cache function is
optional)
Support online storage pool capacity expansion and volume capacity extension.
Configure disk properties with disk write cache, disk raadad, command queuing, aidk
standby.
Configure volume properties with background 1/O priority, volume wrdek cache, and video
editing mode for enhanced performance.
Support access control for LUN mapping.
Support global, local, and dedicated hot spares for pool.
Support fasRAID rebuild.
Support disk drive health check and S.M.A.R.T attributes.
Supportharddrive firmware batch ugate
Support pooparity check and media scan for disk scrubbing
Support pool activated and deactivated for disk roaming.

Data Backup
Supportwritable snapshot with manual or schedule tasks.
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6

Support volume cloning for local replication.
Support emotereplicationwith traffic shaping for dynamic bandwidth controller

Virtualization Integration
Seamless integrated with popular hypervisor inclutityvare vSphere, Microsoft HypeY,
and Citrix XenServer.

Monitoring
View event logs witldifferentlevels of eventand download evertbgs
Monitor enclosurestatus ohead and enclosure units
Monitor storage array performance.

Terminology

In this sectio, we introducehe terms that are used for #terage systertiroughouthis manual

RAID
RAID is the abbreviation of Redundant Array of Independent Disks. There are different RAID levels
with different degregof data protection, data availability, apdrformance téhehost environment.

Pools
A storage pool is a collection of disk drives. One pool consists of a set of volumes and owns one
RAID level attribute.

Volumes
Each pool anbe divided into several volumes. The volumes from one pool have the same RAID
level, but may have different volume capacity.

FastRAID Rebuild

When executing rebuild, the Fast RAID Rebuild feature skips any partition of the volume where no
write change$ave occurred, it will focus only on the parts that have changed.

LUN
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A LUN (Logical Unit Number) is a unique identifier for designating an individual or collection of
physical or virtual storage devices that execute I/O commands with a host computéineasuly
the SCSI (Small Comput&ysteminterface) standard.

iISCSI

iISCSI (Internet SCSI) is a protocol which encapsulates SCSI (Small Computer System Interface)
commands and data in TCP/IP packets for linking storage devices with servers over common IP
infrastructures.

Fibre Channel

Fibre channeis an extremely fast system interface. It was initially developedsemprimarily in the
supercompuig field, but has become the standard connection type for storage area networks (SAN)
in enterprise storage.

SAS

Serialattached SCSI offers advantages over older parallel technologies. The cables are thinner, and
the connectors are less bulky. Serial data transfer allows the use of longer cables than parallel data
connections

Thick Provisioning
Thick provisionngis allocated upon creatidhe physicaldisk drive space and is equal to the user
capacity seen by the host senlenlso called fat provisioning.

Thin Provisioning

Thin provisioning is allocated elemand and can be less than the user capacity geka bost

server. It involves using virtualization technology to give the appearance of having more physical
resources than are actually available.

Auto Tiering

Auto Tieringis the automated progression or demotion of data across different tiers (fygiesage
devices and media. The movement of data takes place in an automated way with thedfeifuct

and is assigned to the related media according to performance and capacity requilieahemts.

includes the ability to define rules and policies that dictate if and when data can be moved between
the tiers, and in many cases provides the ability to pin data to tiers permanently or for specific periods
of time.
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SSD Cacle

Smart Response TechnologygoknownasS cacle) allows an SSDto function as cache for a
HDD volume It is asecondary cachibatimprovesperformancdyy keeping frequently accessed data
on SSDs where they are réadte far more quickly than fronthe HDD volume

Snapshot
A volumesnapshbis the state of a system at a particular point in time.

Local Clone
Local donefunctionhas another physical data copy as the original valume

Remote Replication
Remotereplicatian functionprevents primary site failure by replicating data to the resitee
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Prepare for Installation

2.1.

Prepaationfor installationis an importantask it will help you toplanyour systenctonfiguration
ard install your systeramoothly.This chapter provides a description of the configurgpianning
stepsand aconfigurationworksheet example for reference.

Prepare for Configuration Planning

Before installing your SAN storage system, it is highly recondmégou to do installation
preparatiorusingthe worksheetSticking to the worksheet will helgouto setup andhitialize the
storage systenklease refer to the Tablel2for the content of worksheet. You can download this
worksheehere XCubeSAN Configuration Worksheet

Table2-1 Configuration Worksheet
1. Initial Configuration

Item Value

System Name:

The maximum length ahe systenmame is 3ZharactersValid
characters are [ A~Z | a~z | 0~9 |

Admin Password:

The maximum length dhe password is 12 charactex&lid
characters are [ A~Z | a~z | 0~9 | ~|@#$%"&* _
+=N){}[]:;006<>, .2/ 1.

NTP Server:

FQDN (Fully Qualified Domain Namey IP address of NTP
(Network TimeProtoco) server.

Time Zone:

Dependhg on your location.

2. Management PortSetting

Item Value
Management Port IP Address on Controller 1: IP:

IP address, subnet mask, and gateway of the management p[ SM:
controller 1. GW:

DNS Server Address:
IP address of DNS (Domain Name System) server.
ManagementPort IP Address onController 2: (optional) IP:
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IP address, subnet mask, and gateway of the management p[ SM:

controller 2. GW:
3. Notification Setting
ltem Value

Email-from Address:
Emailfrom address tesend event notification.

Email-to Addresses Email-to Address 1:
Emailto addresesto receive event notification
Email-to Address 2:

Email-to Address 3:

SMTP Server:

Network name or IP address M TP (Simple Mail Transfer
Protocol)server.

Syslog Server (optional)

FQDN or IP address of syslog server.

SNMP Trap Addresses: (optional) SNMP Trap Address 1:
FQDNs or IP addresses of SNMP (Simple Network Managen
Protocol) trap. SNMP Trap Address 2

SNMP Trap Address 3

4.iSCSI Port Configuration

Item Value
Onboard iSCSI Port IP Addresses:
IP address, subnet mask, and gateway of the iSCSI ports.
Onboard2 x 10GBASET iSCSI(RJ45)ports
Controller 1 Onboard LAN1 Onboard LAN 2
IP Address
Subnet Mask
Gateway
Controller 2 Onboard LAN1 Onboard LAN 2
IP Address
Subnet Mask
Gateway
Slot 1iSCSI Port IP Addresses: (optional)
IP address, subnet mask, and gateway of the iSCSI ports.
4-port 10GbESCSI Host Card (SFP+)
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2-port IGBASET iSCSI Host Card (RJ45)
4-port 1GBASET iSCSI Host Card (RJ45)

Controller 1 Slot 1 LAN1 Slot 1 LAN2 Slot 1 LAN3 Slot 1 LAN4

IP Address

Subnet Mask

Gateway

Controller 2 Slot 1 LAN1 Slot 1 LAN2 Slot 1LAN 3 Slot 1 LAN4

IP Address

Subnet Mask

Gateway

Slot 2iSCSI Port IP Addresses: (optional)

IP address, subnet mask, and gateway of the iSCSI ports.
4-port 10GbE iSCSI Host Card (SFP+)
2-port I0GBASE-T iSCSI Host Card (RJ45)
4-port 1GBASET iSCSI Host Card (RJ45)

Controller 1 Slot 2 LAN1 Slot2 LAN 2 Slot2 LAN 3 Slot2 LAN 4

IP Address

Subnet Mask

Gateway

Controller 2 Slot 2 LAN1 Slot2 LAN 2 Slot2 LAN 3 Slot2 LAN 4

IP Address

Subnet Mask

Gateway

Entity Name:

The entity name is for a device or gateway that is accessible
the networkThe maximum length dhe entityname is 200
characters. Valid characters are [ a~z | 0=9|

iISNS IP Address: (optional)
IP address ofSNS (nternet Storage Nanfgervej server

CHAP Username (optional)

CHAP (ChallengeHandshake Authentication Protoxol
usernameThe maximum length othe usemame is 223
charactersValid characters are [ A~Z | a~z | 0~9 @#%"&* -

+=|0{]:;<>.?/ ].

CHAP Password (optional)

CHAP passwordThe lengthof the passwords betweed2 t016
characters. Valid characters §re~Z | a~z | 0~9 |
~l@#$%N&* +="\( ) {}[] :.; 006<>, .2/ ]

Mutual CHAP Username (optional)
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Mutual CHAP username. The aximum length othe usename
is 223 character¥/alid characters are [ A~Z | a~z | 0~9 |
~1@#%"&* -+=|0{}]:;<>.?/ ].
Mutual CHAP Password (optional)
Mutual CHAP passwordThe lengthof the passwordbs
betweenl2 td 6 characters. Valid characters pfe-Z | a~z | 0~9
| ~1@#PN&* +="N ) {}[]:.; 006<>, .2/ ]
Item Value
Slot 1Fibre Channel: (optional)
Link speed and topology of the fibre channel ports.
Topology support: FE&L, point-to-point (16Gb Fibre Channel
only supports Poirto-Pointtopology)

4-port 16Gb Fibre Channel Host Card (SFP+)

2-port 16Gb Fibre Channel Host Card (SFP+)
Controller 1 Slot1 FC1 Slot1FC2 Slot1 FC3 Slot1FC4
Link Speed
Topology
Controller 2 Slot1 FC1 Slot 1 FC2 Slot 1FC3 Slot1FC4
Link Speed
Topology
6. Pool Configuration
Item Value
Pool Type
Thick Provisioning, Thin Provisioning, or Auto Tiering (Thin
Provisioning Enabled).
Pool Name
The maximumlength ofthe poolnameis 16 characters. Valid
characters areA~Z | a~z | 0~94{ <>].

Disks: SSD:
Disk type, disk quantity, and the capacity. SAS:

NL-SAS:
RAID Level:

RAID level 0, 1, 3, 5, 60+1,10, 30, 50, 60andN-way mirror
RAID EE level 5EE, 6EE, 50EE, and 60EE

Raw Capacity:

Sum of disk capacity.

Estimate Capacity.
Estimate capacity according to the RAID level.
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Iltem

Value

Volume Name
The maximumlength ofthe volumenameis 32 characters. Valid
characters areA~Z | a~z | 0~9{ <>].

Capacity:
Required capacity of the volume.

Volume Type
RAID Volume or Backup Volume

8. LUN Mapping Configuration
Item

Value

Protocol:
iSCSlor FCP.

Volume Name
Select one of created volume

Allowed Hosts:
iISCSIIQN or Fibre Channel WWNN for access control.
Wildcard (*) for access by lahosts.

Target:
ISCSITarget or Fibre Channel Target

LUN:
Support LUN (Logical Unit Number) from O to 255.

Permission:
Readonly or Reaédwrite.
9. SSD CacheConfiguration

Sum ofdisk capacity.
10. SnapshotConfiguration

Item Value
SSD CacheéPool Name

The maximuriength of the pool namie 16characters. Valid
characters areA~Z | a~z | 0~9{ <>].

CacheType:

Read Cache (NRAID+)r Readwrite Cache (RAID 1 or NRAID

1+).

I/O Type:

Database, File System, or Web Service

SSDx: SSD:
SSD quantity and the capacity.

Raw Capacity:
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ltem Value
Volume Name
Select one of created volume

Snapshot Space
Reserved snapshot space for the volume.

SnapshotName

The maximumlength ofthe snapshatameis 32 characters.
Valid characters are4A~Z | a~z | 0~9{ <>].
ScheduleSnapshos: (optional)

Define the cycle of snapshots.

Item Value
SourceVolume Name

Select one of created volume for source.

SourceVolume Capacity:

Check the capacity of sourgelume.
Target Volume Name

Select one of created volume for target.
Target Volume Capacity:

Check the capacity of target volume.
Schedule Local Clones(optional)
Define the cycle of local clones.

Item Value
SourceVolume Name

Select one of created volustr source.
SourceVolume Capacity:

Check the capacity of source volume.
Source iSCSI Port:

iISCSI port of sourcenit. It can be auto or dedicated iSCSI porf
Target iSCSI Port IP Addresses:
ISCSIportIP addresss of targetinit.
Target Controller 1 Controller 2 (optional)
IP Address
Target CHAP Username (optional)

CHAP usernameThe nmaximum length ofthe usemame is 223
charactersvalid characters are [ A~Z | a~z | 0~9@#%"&*_-
+=|005<>.27 ).

Target CHAP Password (optional)
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CHAP passwordThe lengthof the passworis betweerl?2 to16
characters. Valid characters §re~Z | a~z | 0~9 |
~l@#$%N&* +="\( ) {}[] :.; 006<>, .2/ ]
Target Volume Name

Select one of createalume for target.

Target Volume Capacity:

Check the capacity of target volume.

Schedule Remote Replicationgioptional)
Define the cycle of remote replications.
Traffic Shaping for Peak Hour: (optional)
Limit the transfer rate at peak hour.

Traffic Shaping for Off -peak Hour: (optional)
Limit the transfer rate at offeak hour.
Off-peak Hour: (optional)

Define the offpeak hours.

Now please follow the steps and fill the worksheet ouirfitial system configuration.

Configuration Planning for Initial Setup

In Table 21, the itemson part1, initial configuration arelistedfor theinitial setup The information
in the following checklist is helpful before ti@tial configurationis performed.

System name allows maximum 32 chaees. Valid characters are [ A~Z | a~z | 0~9<> .
Administrator password allowsaximuml12 characters/alid characters are [ A~Z | a~z | 0~9 |
~l@#$%N&* +="\( ) {}[] :;0606<>, .2/ ].

The date and time can be manually entered, but to keep thesglakronizedrecommend
using aNTP (Network Time Protoco) service

Enter the time zone based your geographicalocation.

Management IP Configuration Planning

With your network administrator, determine the IP addresses and network parameters yougsan t
with the storage system, and record the informatiopart 2 management port settimg Table 21.

You canmanage the storage system through a dedicadéedgemenportat leasion controllerl.

This port must share samesubnet with the host yause to initialize the system. After initialization,
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2.1.3.

2.1.4.

anyhost on the same network and with a supported browser can manage the system through the

management port.

It is recommendedsingastatic IP address fahe management portléase prepara list of the
static IP addressethe subnet mask, anthe default gateway.

DNS (Domain Name Service) server addmmswides a means to translate FQDN (Fully
Qualified Domain Name) to IP address. Some notification services need DNS setting.

For dual conbller configurationsthe management port IP address on controller 2 is optitihal.
enabling the dual management ports settioghh management ports of controller 1 and 2 have
theirown IP addresses, abdthare active. Otherwise, ontiie managemenijt of master
controller is active, the other one is standllye managemerpiort fails over to theslave
controller when thenastercontrollergoes offline even planned or unplanned.

Notification Configuration Planning

On part 3, notification settinig Table 21, prepare t@onfigurethe notification. Ités helpful for
monitoring the system health.

SMTPserver anagmail address to directotificationalertsthe IT administrator and any alternate
or backup personnel
Syslog server address to lownitoredevents.

SNMP (Simple Network Management Protocol) trap to send system event logs to SNMP trap

agent.

ISCSI Configuration Planning

Although SAN is aprivatenetwork environment, IP addressesSESI data portshould be planned,
too. Optionally,CHAP secuty information, including CHAP username apasswordshould be
prepared.

For an iSCSI duatontroller system, recommend to install an iISNS server on the same storage area

network.For better usage of failover, the host must logon the target twice (bofitolber 1 and
controller 2), and then the MPIO should setup automatidditlye advancedll the connections
among hostéwith clustering) switches, and the duabntrollerare recommended as redundant as
shownbelow.
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Host / Server Host / Server

Gigabit switch

Gigabit switch %H

controller 1 controller 2

Figure 2-1 Dual-controller Topology

If you are using onboard iSCEAN ports, please fill in part 4, onboard iISCSI port IP addresses of
iISCSI port configurationOptionally, if you have iSCSI host camt slot 1and slot2, please filin
iISCSI port IP address.

p— INFORMATION:
u iSCSI Host Carslat Slot 1(PCle Gen3 x 8)

HQ-10G452 4 x 10GbE iSCS{sFp+)ports

HQ-10G2T, 2x 10GbE iSCSI(RJ45)ports
HQ-01G4T,4 x 1GbE iSCS[RJ45)ports

iISCSI Host Carslat Slot 2(PCle Gen2 x 4)

HQ-10G4S24 x 10GbE iSCS|[SFP+)ports(Slot 2 provides 20Gb bandwidth
HQ-10G2T, 2x 10GbE iSCSkRJ45)ports
HQ-01G4T,4 x 1GbE iSCSIRJ45)ports
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The entity name is for a device or gateway that is accessible from the network.

An iISNS(InternetStorage Name Servitserver uses th&NS protocol to maintain information
about active iISCSI devices on the network, including their IP addresses, iISCSI node names, and
ISCSI targetsThe iISNS protocol enables automated discovery and management ot ES@ek

on an IP storage network. An iSCSI initiator can query the iSNS server to discover iSCSI target
devices.

CHAP (ChallengeHandshake Authentication Protorid a oneway authenticatiomhich the

initiator will be authenticated by the iISCSI targ@HAP requires that both the client and server
know the plaintext of thpasswordiecret, although it is never sent over the netwarkddition,
mutual CHAPIs atwo-way authentication between the iSCSI target and the inittoCHAP
usernamgthe naximum length of name is 223 charactansl or CHAP passwordthe length

rangeis from 12 to16 alphanumeric characters.

2.1.5. Fibre Channel Configuration Planning

Optionally, if you have fore channel host card, please ditlslot 1 fibre channel on part 5, fibre
channel port configuration in Tablel2 You have to be familiar the fibighannebprotocol. Please
consider the fibre channel typology, either dirattach to HBA or connection with fibre channel
switch.

- N INFORMA TION:
" Fibre ChannelHost Card aSlot 1(PCle Gen3 x 8)

HQ-16F4S24 x 16Gb FC(SFpP+)ports
HQ-16FR2S2,2 x 16Gb FC(SFpP+)ports

Fibre Channel Host Cards at SlofPZle Gen2 x 4)
HQ-16FR2S2,2 x 16Gb FC(SFP+)ports(Slot 2 provides 20Gb bandwidth

Set the link speed as the same as the HBA or fibre channel switch, doseitd if you are not
sure the link speed.

Set the topology as the same as the HBA or fibre channel switch. Topology suppsits FC
point-to-point (16Gb fibre bannel only supgits Pointto-Point topology.
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Storage Configuration Planning

This is the most important part to ube SAN storagesystem effectivelyDependhg on your
application, estimated volume capacity, and disk failiste you should have a wielhought out
storage planComplete all storage configuration plannjongson part 6, pool configuration, part 7,
volumeconfiguration part 8, LUN mapping configuration, anplart 9 SSD cacheonfiguration

Planning the Disks
To plan thadisk drives determine:

Thecost/performance ratio of tlksk drive type.
Estimatethe totalrequiredcapacity of the system.
Whether thalisk drives areéSSDs.

Quantity of spare diskRecommendor hot spare to active drive ratios, 1 in 30 for SAS drives
and 1 in 15 for NESAS.

Planning the Pools
Necessary activitiearein the following please fill in part 6, pool configuration, in Tabld .2

The pool namgthe maximuniength of namés 16 characters.

According to the pool and digkive characteristis, such as total capacity,dget,performance,
andreliability, determinea pool type (thick, thin provisioning, or auto tiering) and a RAID level
of storage systems to user examplegcreatea pool which is grouped by RAID 10 for
performance and RAID 5 in another storage po@aichievedesired results

Plan to exted the capacity of the storage pool in the future.

Planning the Volumes

A volume is a member @he pool. Determinethe following items and fill in part 7, volume
configuration, in Table 4.

The volume namehe maximm length of namés 32 characters.
The volume capacity.

Plan the volume capacity for local clone or remote replicaBehit as RAID volume for normal

RAID volume usage, or set it as backup volume for the backup target of local clone or remote
replication.

Planning the LUNs
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LUN is a unique identifier whickiolume mapst to differentiate among separate devidsisthe
same time, theraresome accessontrok by allowed hosts, targdtUN (logic unit number)and
read/writepermissionPleasfill in part 8, LUN mapping configuration, in Table12

Prepare anlwed hostist for access controllhey are (SCSI Qualified Namgor Fibre
Channel WWNN (World Wide Node Name). Set it afdaard (*) for access by lahosts.
Select aiSCSI aargetfor iISCSI newvork portal.Or a FC target.

Support LUN from O to 255.

Usually, set the volume as readlite permission. For read only purpose, set it as-oedyl

Planning the SSD Cache
Optionally, preparindor some SSDs will enhance thgstemperformance. IRase fil in part9, SSD
cacheconfiguration, in Table 4.

For SSD cache planning, the capacity of read cache is the sum of SSDs. But the capacity of read
write cache is half of all SSDs because it needs RAID protection for write buffer.

Backup Configuration Planning

Backup plan is also an important job thsasterecovery.Completethe backugonfiguration
planningjobson part 10, snapshot configuration, part 11, local ctamgiguration and part 12,
remote replication configuration

Planning the Snapshots
To plan thesnapshd, you have to reserve some snapshot spaces from theNaowially, we
suggesteserving20% of the volume capacitysaa minimum

Select a volume and reserve its snapshot space
Plan the schedulef snapshots, determine thgcte oftakensnapshots. It can be hourly, daily, or
weekly.

Planning the Local Clones
To plan the local clones, you have to select a source volume and prepare a tangetwith the
source clones to.

Select a sourceolume and check its capacity.
Prepae a target volume and set it as backup volume. The capacity of target volume should be
larger than the source one.
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Plan the schedule local clones, determine the cycle of executing clone tasks. It can be hourly,
daily, or weekly.

Planning the RemoteReplications

To plan the remote replications, except to select a source volusoarice uniend prepare a target
volumewhich the source replicatdo intarget unit you have to prepare tiformation ofiSCSI
portIP addresses toansferthe dataln addition,accordingo the network bandwidth, determine the
transferrate at peak and effeak hours.

Select a source volume and check its capatispurce unit

Select a source iISCSI port to send the replication data.

Prepare the information of iISCSoi IP addresséds target unito receive the replication data.
Also prepare CHARisernamandpasswordf the target unit ienalbled CHAP authentication.
Prepare a target volume and set it as backup vollimaeget unit The capacity of target volume
should be larger than the source one.

Plan the schedulemote replicatios, determine the cycle of executirgplicationtasks. It can
be hourly, daily, or weekly.

Define the offpeak hours andlan the transfer rate at peak andpdéak hours

System Paraneters

In this section, wdist all of system parametevghich will help youto understand anplan the system
configuration.The followingtable shows the maximum number of each item you can use.

Table2-2 System Parameters

Item Value
Maximum iSCSltargetquantitypersystem 256
Maximum initiator address quantitgersystem 256
Maximum hostquantityfor singlecortroller system 512
Maximum hostquantityfor dualcortroller system 1,024
Maximum iSCSlsessionquantityfor singlecortroller 1,024
Maximum iSCSlsessionquantityfor dualcortroller 2,048
Maximum iSCSIlcomectionquantityfor singlecortroller 4,096
Maximum iISCSIlcomectionquantityfor dualcortroller 8,192
Maximum CHAP accounts pesystem 64

Fibre Channel Parameters
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Item Value
Maximum hostquantityfor singlecortroller 256
Maximum hostquantityfor dualcortroller 512
Expansion Unitand Disk Parameters
Item Value
Maximumexpansion uniguantityin asystem 10
Maximumdisk quantityin asystem 626
Pool Parameters(Thick Provisioning / Thin Provisioning / Auto Tiering)
Item Value
Maximum disk groupquantityin apool 32
Maximum disk drive quantityin adisk group 64
(include dedicatedpares)
Maximum disk drive quantityin apool 256
(include dedicatedpares)
Maximum pool quantitypersystem 64
Maximum dedicatedparequantityin apool 8
Item Value
Maximumaddressableapacityof adisk group 640TB
(calculated byi0TB HDD)

2,560TB

(calculated by 10TB HDD)
Maximumaddressableapacityof total thick provisioningpools | Unlimited

‘Thin Provisioning Pool Parameters

Maximumaddressableapacityof athick provisioningpool

Item Value
Maximumaddressableapacityof adisk group 64TB
Maximumaddressableapacityof athin provisioningpool 256TB

Maximumaddressableapacityof total thin provisioningpools 1,024TB
(include autoiering pools)

Provisioninggranularity 1GB
Item Value
Maximumtiers 3
(include SSD, SAS HDD, NiISAS HDD)

Maximumaddressableapacityof atier (disk group 64TB
Maximumaddressableapacityof anauto tering pool 256TB
Maximumaddressableapacityof total auto tering pools 1,024TB

(includethin provisioningpools)
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Provisionng granularity 1GB
VolumesParameters

Item Value
Maximumyvolumequantityin apool 96
Maximumyvolumequantityper system 4,096
(includesnapshovolumes)

Maximumhostnumberper volume 16
Maximumaddressableolumecapacityof a thick provisioning 2,580TB

pool

(calculated by 10TB HDD)

Maximumaddressabl&olumecapacityof a thin provisioning
pool

256TB

Maximumaddressableolumecapacityof anauto tering pool
LUN Parameters
Item

2561B

Value

Maximum LUN quantity per system
SSD CacheParameters

4,096

Item Value
Maximum SSD cache pool quantity per system 4
(either dual controller or single controller)

Maximum SSD quantity inraSSD cache pool 8
Maximumaddressableapacity of a SSD cache pool 32TB
Maximum quantity of volume shared in 8SD cache pool 32
Maximum dedicated spare SSD quantity inrS6D cache pool | 4

Item Value
Maximumsnapshotuantitypervolume 64
Maximum volumequantityfor snapshot 64

Maximumsnapshotuantitypersystem
Local Clone Parameters

4,096 (= 64 x 64)

Remote ReplicationParameters

Item Value
Maximum clonetaskquantitypervolume 1
(Maximumclone pairs persourcevolume
Maximumclonetaskquantitypersystem 64

Item Value
Maximumremote eplicationtaskquantitypervolume 1
(Maximumremote eplicationpairs persource volumg
Maximumremote eplicationtaskquantitypersystem 32
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Maximumtraffic shapingquantitypersystem 8

MaximumiSCSImulti-pathquantityin a remote eplicationtask | 2

MaximumiSCSImultiple comectionquantityperremote 4
replicationtaskpath

2.3. Configuration Example

The following is an eample of finisheadtonfigurationworksheefust for reference.

Table2-3 Configuration Workshedixample

ltem Value

System Name: XCubeSAN
The maximum length ahe systenmame is 32 charactergalid
characters are [ A~Z | a~z | 0~9 |

Admin Password: 1234
The maximum length ahe password is 12 charactex&lid
characters are [ A~Z | a~z | 0~9 | ~|@#$%"&* _
+=N){}[]:;006<>,.7?2/ 1.

NTP Server: pool.ntp.org
FQDN (Fully Qualified Domain Namey IP address of NTP
(Network TimeProtoco) server.

Time Zone: (GM +08:00) Taipei
Dependhg on your location.

anageme PO e 0
Item Value
Management Port IP Address on Controller 1: IP: 192.168.1.234
IP address, subnet mask, and gateway of the management pf SM: 255.255.255.0
controller 1. GW: 192.168.1.254
DNS Server Address: 8.8.8.8
IP address of DNS (Domain Name System) server.
ManagementPort IP Address onController 2: (optional) IP: 192.168.1.235
IP address, subnet mask, and gateway of the management pf SM: 255.255.255.0
controller 2. GW: 192.168.1.254
O allo > O
Item Value
Email-from Address: admin@company.com

Emaiklfrom address teend event notification.
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Email-to Addresses
Emailto addresesto receive event notification

Email-to Address 1.:
userl@company.com
Email-to Address 2:
user2@company.com
Email-to Address 3:
user3@company.com

SMTP Server:
Network name or IP address ®#MTP (Simple Mail Transfer
Protocol)server.

smtp.company.com

Syslog Server (optional)
FQDN or IP address of syslegrver.

syslog.company.com

SNMP Trap Addresses: (optional)
FQDNSs or IP addresses of SNMP (Simple Network Managen
Protocol) trap.

SNMP Trap Address 1:
snmpl.company.com
SNMP Trap Address 2

Iltem

4.iSCSI Port Configuration

snmp2.company.com
SNMP Trap Address 3
snmp3.company.com

Value

Onboard iSCSI Port IP Addres<ss:
IP address, subnet mask, and gateway of the iSCSI ports.
Onboard2 x 10GBASET iSCSI(RJ45) ports

Controller 1 Onboard LAN1 Onboard LAN 2
IP Address 10.10.1.1 10.10.2.1
Subnet Mask 255.255.255.0 255.255.255.0
Gateway 10.10.1.254 10.10.2.254
Controller 2 Onboard LAN1 Onboard LAN 2
IP Address 10.103.1 10.104.1
Subnet Mask 255.255.255.0 255.255.255.0
Gateway 10.103.254 10.104.254

Slot 1iSCSI Port IP Addresses: (optional)
IP address, subnet mask, and gateway of the iSCSI ports.
4-port 10GbE iSCSI Host Card (SFP+)
2-port 1GBASET iSCSI Host Card (RJ45)
4-port 1GBASET iSCSI Host Card (RJ45)

Controller 1 Slot 1 LAN1 Slot 1 LAN2 Slot 1 LAN3 Slot 1 LAN4
IP Address 10.1011.1

Subnet Mask 255.255.255.0

Gateway 10.1011.254
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Controller 2 Slot 1 LAN1 Slot 1 LAN2 Slot 1 LAN3 Slot 1 LAN4
IP Address 10.1021.1
Subnet Mask 255.255.255.0
Gateway 10.1021.254
Slot 2iSCSI Port IP Addresses: (optional)
IP addresssubnet mask, and gateway of the iSCSI ports.
4-port 10GbE iSCSI Host Card (SFP+)
2-port 1GBASET iSCSI Host Card (RJ45)
4-port 1GBASET iSCSI Host Card (RJ45)
Controller 1 Slot2 LAN1 Slot2 LAN 2 Slot2LAN 3 Slot2 LAN4
IP Address 10.1031.1
SubnetMask 255.255.255.0
Gateway 10.1031.254
Controller 2 Slot2 LAN1 Slot2 LAN 2 Slot2LAN 3 Slot2 LAN4
IP Address 10.1041.1
Subnet Mask 255.255.255.0
Gateway 10.1041.254
Entity Name: Ign.200408.com.gsan

The entity name is for a device or gateway thacisessible from

the networkThe maximum length dhe entityname is 200
characters. Valid characters are [ a~z | 0=9 |

iISNS IP Address: (optional) 10.1.1.1

IP address ofSNS (nternet Storage Name Seryserver

CHAP Username (optional) chapl

CHAP (ChallengeHandshake Authentication Protoxol

usernameThe naximum length othe usemame is 223

charactersValid characters are [ A~Z | a~z | 0~9 @#%"&*_-

+=|0{}]:;<>.2/ .

CHAP Password (optional) 123456789012

CHAP passwordThe lengthof the passwords betweed2 t016
characters. Valid characters §e~Z | a~z | 0~9 |
~@#$%N&* +=N ) {}[] :.; 06<>, .2/ ]

Mutual CHAP Username (optional)

CHAP (ChallengeHandshake Authentication Protoxol
username. The aximum length othe usename is 223
charactersValid characters are [ A~Z | a~z | 0~9 @#%"&*_-

+=[0{3:<>.27 ].

mutualchapl

Mutual CHAP Password (optional)
CHAP passwordThe lengthof the passwords between12 td.6

123456789012
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